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Network Segmentation Use cases

Mega Segmentation (The Perimeter)
• Broadest level of isolation (inside / outside boundary).
• Focuses on North-South traffic (Internet vs. Enterprise) and major 

domain separation (e.g., Data Center vs. Campus).

Macro Segmentation (The Zones)
• Logical grouping of assets (using VRFs, VLANs).
• Examples: Dev/Test/Prod, HR/Finance, EMEA/APAC).

Micro Segmentation (The Identity & Role)
• Granular isolation within a specific macro segment based on 

identity and function rather than IP addresses.
• Campus: Isolate users, devices, and IoT endpoints within the same 

VLAN (using Cisco TrustSec SGTs, VXLAN GPO)
• Data Center: Restricts East-West traffic between individual 

workloads or application tiers to prevent lateral movement (using 
Cisco ACI ESG/EPG, VLAN GPO)
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Segmentation that meets you where you are
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Traditional Segmentation

IP access-list
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Number of ACL’s:

(# of Sources) * (# of Destinations) * Permissions = # of ACEs

Src (S1) * Dst (D1~D6) * Permission (4) = 24 ACEs for S1

Src (S1~S4) * Dst (D1~D6) * Permission (4) = 96 ACEs for S1~S4

What is the issue?
Traditional Segmentation
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What is the issue?
Traditional Segmentation – We lack the business intent
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Security Groups
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Classification Propagation Enforcement

How can we solve this?

A B

TrustSec is a next-generation 
access control method that can 
greatly enhance the 
performance, scalability, and 
manageability of your network. 



© 2026 Cisco and/or its affiliates. All rights reserved.

TrustSec Matrix

• The TrustSec Matrix is where you define 
which SGACL is applied per SGT

• The matrix displays source SGTs on the 
left and destination SGTs on the top

• The intersection of the rows and columns 
are the actual enforcement instructions 
based on the SGACL



DC
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Segmentation and Policy Control Challenges
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Protecting workloads at network AND process level

VM AI WorkloadKubernetes

Network level segmentation  |    Process level segmentation
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Data Center Edge (Perimeter) Firewall

A DC perimeter firewall primarily 

protects north-south traffic by blocking external threats, 
scale + efficacy

securing critical workloads, enforcing least-privilege 
access, supporting compliance, and ensuring business 
continuity. 

supports advanced application-aware security, 
encrypted traffic inspection, 

Traffic management complexity moving traffic to and 
from firewall clusters
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Traditional architecture creates east-west bottlenecks
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AA BB

Moving packets from A to B

Inspecting packets

!S M A R T  S W I T C H

N P U D P U
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| complex | low performance

| simplicity | performance

Firewall 
on every server port

Top of Rack Smart Switch 
on every server port
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Dev Prod

MACROSEGMENTATION
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Prod

MICROSEGMENTATION

connect toPCI_APP1 PCI_APP2Allow TCP/3306

Flow-based rule

connect to

PCI_APP1Allow

TCP/3306“payment_processor”

PCI_APP2

“mysqld”

Process-based rule
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Importance of NANO Segmentation
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Network Segmentation Spectrum

Mega Segmentation (The Perimeter)
• Broadest level of isolation (inside / outside boundary).
• Focuses on North-South traffic (Internet vs. Enterprise) and major 

domain separation (e.g., Data Center vs. Campus).

Macro Segmentation (The Zones)
• Logical grouping of assets (using VRFs, VLANs).
• Examples: Dev/Test/Prod, HR/Finance, EMEA/APAC).

Micro Segmentation (The Identity & Role)
• Granular isolation within a specific macro segment based on 

identity and function rather than IP addresses.
• Campus: Isolate users, devices, and IoT endpoints within the same 

VLAN (using Cisco TrustSec SGTs, VXLAN GPO)
• Data Center: Restricts East-West traffic between individual 

workloads or application tiers to prevent lateral movement (using 
Cisco ACI ESG/EPG, VLAN GPO)

Nano Segmentation (The Process)
• The highest level of precision; enforced at the OS, container, or 

process level.
• Focuses on individual service-to-service communication and API-

level security within a single workload.
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eBPF Provides Visibility Deep into the Workload



Summary
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Secure Network
Any DC network that claims to be secure must support Mirco/Nano-segmentation

Auditing, 
compliance 

and conformance

Ability to segment 
east-west traffic

Shrink the attack 
surface for better 

security




