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Why We Do Not Start with Technology ",

Al changed attacks — but even more, it changed
decision-making inside organisations

Technology is not the main problem. Lack of clarity is.



Al Is Already ™

Operational
Reality

I» Embedded in daily operations
I» Public LLMs used without oversight

I» Shadow Al is the standard

“The risk is present now,
not in the future.”
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Anyone can now represent real risk. Motivation is the only barrier left.
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Legitimate

Your corporation has consistently been our partner in optimizing
authentic relationships of controllership and detailed tenant
information.

We have reached a point of closing your pre-arranged design
department with your organization to check and detail relationship
with you and provide our community, delivering to customers.

Thank you relative to your company.

Best regards.
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Your corporation has consistently been our partner in optimizing
authentic relationships of controllership and detailed tenant
information.

We must have reached a point of closing your pre-arranged design
department with your organization to check and detail

relationship with you, and to prevent access, immediately provide
provide our community, delivering to customers.

Verify account: [Suspicious Link Below]. ¢

Thank you relative to your company.
Best regards.

Perfect language. Deep personalisation. The attacker knows your organisation.

The user is not the error — technology must compensate.




Brand Abuse and Trust Breakdow

Authentic Brand Communication |, Al-Generated Fake Replica
AETERNA !i AETERNA

TEGH o—ed = | JEE -
Authentic brand communication A |ldentity brand Communication
e Trusted visual identity with formed identity e Trusted visual identity with farmed identity
» Verified tone with connters and sone. » Verified tone with coarchers and zone.

Digital identity can be replicated in minutes.

Generated in minutes No system access required Reputational damage precedes detection.

Trust breaks before systems detect an incident.




Prompt injection.
Jailbreak.
Guardrail bypass.

Who controls
Al behaviour?

Security must move beyond infrastructure to decision logic.
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Models Change Without You Changing Codeo"“‘o,%_

No Change Management for Al Behaviour

Input: Input:
- | “Summarize this text." Z | “Summarize this text."

Yesterday

|




(1 Q)
Guardrails Without Data Governance™),
Al Understands Meaning, Not Just Format




Al Agents Change Risk Level

? Who is accountable?
O

9 3 1 file AP email database
< 1 | access | 7| call | 7| send query |

Al agent

external
transfer

Agents are autonomous operators, not tools.

Permissions x Chaining = Multiplied Risk.
IAM and PAM alone are insufficient.




Al Is Everywhere and Nowhere %,

o it
Al )

No inventory.
No ownership. 4==
Policies without
enforcement.

The biggest risk is uncontrolled internal usage.

You cannot govern what you cannot see.




Al Risk Is a Management Decision

Al risk is not an IT problem. It is a choice
between efficiency and control.

governance

- . oversight
security §= '

speed

» automation
Al capabillities -
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* Volume exceeds human capacity
* Prompts cannot be manually reviewed
 SOC teams are already at saturation.

Governance defines direction. It cannot execute at machine speed.




! 5. Technical Enforcement

4 4. Set Governance

3. Define Risk Appetite

J 2. Assess Impact

1. Identify Al Use
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Triage at scale

SR Contextual correlation Humans handle exceptions
Automated prioritization
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W' Governance + Technology Al Resullence

% Technology

Governance = — governance technology
F Ik without technology without governance s
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.--'*“'_{ One without the other fails. £
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Al Defence Model — Detect / Govern / Protect&a_

Users Applications Agents
Detect | o VlEy | @ ot || B
Govern | ©) Tolt,, || gfp Skoeeee | Q) fermeen
protect | 7 fuy || B e || €5 Meonam

Governance connects visibility with enforcement.
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Thank you for your attention
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