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Komplexita rastie

* Koncovi agenti, NGFW, SASE, hybridné prostredia, identity management, ...
 Kazdy obranny prvok pridava komplexitu
* Nekonecny feed potencionalne dolezitych informacii
* Rastie aj komplexita spravy

* RieSenie » Automatizacia .




“T SPEND A LOT OF TIME ON THIS TASK.

T SHOULD LURITE A PROGRAM AUTOMATING IT!
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oooooooo 8y Meets Business

Umela inteligencia — preco prave teraz ?

1. Prilis vela dat, prilis malo ¢asu
2. Automatizuju aj utocCnici

3. Aluznie len o modeloch » Harness
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Ukazky

 Automatizacia ¢innosti SOC
* Automatizacia SecOps

* Automatizacia s pouzitim Skills




Automatizacia cinnosti SOC

SIEM - mnozZstvo nalezov

Prioritizacia

S. Tarig et al - Alert Fatigue in Security
Operations Centres: Research Challenges
and Opportunities:

“..54% of SOC teams feel overwhelmed by
alerts, 55% lack confidence in prioritising or
responding to them, and security experts

spend 27% of their time handling false
positives...”

Al integrované do SOC pipeline
N2

Obohatenie kontextu
N

Klasifikacia
v

Report
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SIEM (QRadar)

Generates offense / alert ) ﬂ I a n a t a

[ Technology Meets Business

MS Teams channel
Alert posted to SOC channel l

[ Verdict assessment ‘

Al SOC agent _ Classify the offense
Detects unprocessed offense - -

context enrichment

. . g " - ( R I
Knowledge base ‘ QRadar event query JIRA ticket history False positive Needs investigation Confirmed incident
| Known exceptions & patterns | Raw evenls & payloads . Pastincidents & decisions No action needed Analyst review required Immediate action
Al analysis engine :
Correlates events, context, history Analysm posted to Teams
[ 5 Structured report in thread J
SOC analyst ‘

Reviews & decides next step

) Automated (] Communication (] Al processing || Human step
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Zhmutie &/

Check Point firewall detegoval malvér Emotet (Trojan.Win32.Ematet. BS) pri komunikacii z hosta 20.9.31.235 smerujiicej na URL
http://asal fwordpress /wp-admin/maint/ . Komunikiaa bola zablokovans a presmerovand (action=Redirect)
firewallom. Napriek blokovaniu je pritomnost’ Emotet signatiry vaZnym signilem potencidlne infikovaného zariadenia v siefi.
Source IP 20.9.31.235 (proxy_src_ip)
Destination IP 10.201.
URL http://asal i ‘wordpress/wp-admin/maint/
Malware Emotet — Trojan.Win32.Emotet.BS
Redirect (ZABLOKOVANE)
ALN Checkpoint @ 195.28.99.77
2026-05-07 09:19 — 0925

* 09:19:00 — prvy Emotet hit zachyteny Chedk Pointom
* 09:19:06 — 09:19:34 — opakované pokusy (3x), vietky blokované
® 09:25:02 — posledny zaznamenany pokus (packet captures dostupné)

Vizualizacia

[# 20.9.31.235] —GET /wordpress/wp—admin/maint/—> [asal.

I
@ Check Point FW (195.28. ) — REDIRECT/BLOCK

T
[10.201. 1 (scope/ciel)

A\ Poznatky zo rnalostnej bizy

Wiki nebola dostupna cez web _fetch. JIRA VIS projekt neobsahuje historicky ticket pre Emotet na tomto hoste. Prebieha phishingova
kampan (VI5-5720, od 5.5. do 11.5.) z IP 128.140.118.125 — nes(visi s tymto offensom.

= Historické JIRA tickety

Pre tento offense neboli ndjdené relevantné historické JIRA tickety.

Verdikt

® VYZADUJE DALSIE SKUMANIE

Emotet je sofistikovany banking trojan/loader — jeho pritomnost’ v sietovej komunikaal naznacuje kompromitaciu zanadenia
20.9.31.235. Hoci Check Point komunikacu zablokoval, infikovany host mohol stihnit’ nadviazat' iné spojenia.

OKAMZITE izolovat zariadenie 20.9.31.235 od siete

Prevenit packet captures v Check Point (3 siibory zachytené: src-20.9.31.235.cap)
Vykonat forensické skenovanie hostu — hladat’ Emotet loC a perzistentné mechanizmy
Preverit, & 10.201 nenadviazal dalSie podozrivé spojenia

Skontrolovat’ dalSie hosty v sieti na podobnti komunikéciu s asal,




Automatizacia SecOps

Model Context Protocol

MCP client > MCP server > Lokalne nastroje, Externé API

Komponenty MCP Servera

Manzment relacii

Autentifikacia

Vstupno/vystupné nastroje pre LLM
RieSenie chyb
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Ukazka - MCBP - E—




Ukazka — Lokalny processing ‘ -




Ukazka — Externa integracia g e
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Automatizacia s pouzitim Skills

e Skill
« Kombinaciainstrukcii a kddu ako predpis pre upravu ¢innosti modelu

« Dava sa ako adresar obsahujuci subory vo formate:
*  YAML frontmatter
* Markdown

* Vhodny pre opakované ¢innosti
* Efektivhy — na uvod tokeny len z frontmatter Casti

« | Pozor - Obsahuje kéd a kniznice |




Ukazka — Vytvorenie a vyuzitie ; —
Skill
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Odporucania

* Limity
* Kontextové okno
e Velkosti suborov
 QOpravnenia

e Al uznielen o modeloch

 Doveruj ale preveruj



