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The Evolution: From Best-of-Breed to Best-for-Value

Automation and Operations

VMware Cloud Foundation

Networking 

K8s

Storage

VMs

Compute 

AI / ML

VCF Advanced Services

IT Landscape Vendor

Service Management

Service Broker

Orchestration

Public Cloud

Security

Analytics

Database

Virtualisation

Compute

Network

Storage

Container

Automation / Cloud 

Mgmt

VCF Does not replace 

”VMware” 

(what customers call 

vSphere)

It Replaces the full Set of 

Products on the left!!!

Either VCF or Multiple 

Solutions!
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Modernization with VCF

vSAN Add-on Advance Cyber 
Compliance

Data Services Manager
DBaaS

Platform
aaS

vDefend 
ATP

Avi Load
Balancer

Private AI
LLMs on-prem

Advanced Services

Broadcom Support

VCF 

Operations

VCF Automation
(Includes VKS cluster 

management)

NSX HCXvSAN
(FS, Dedup, S3)

vSphere
(VKS, vCenter)

VMware Cloud Foundation

CONSUMER

GEN Z
CLOUD ADMIN

GEN X,Y
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One 
Interface 

for a cloud 
consumption

Sovereign 
And Secure 

as a platform

Cost Control

private cloud cost 
transparency

Run VMs, 
containers/K8s 

or AI

with single license

One 

Interface 

to private cloud 

operations

The Fundamental Shift in VMware Cloud Foundation 9.0
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VCF Division Primary Offers

VMware vSphere Foundation

vSphere
(VKS, vCenter)

VCF Operations for VVF

vSAN

(0.25 TiB / core)

VMware Cloud Foundation

VMware Cloud Foundation EDGE

vSAN

(1 TiB / core)

vSphere
(VKS, vCenter)

HCX

VCF 

Operations

NSX

(Net Visibility)

VCF 

Automation
(TMC, Istio)

Operational Efficiency

  (down 60%)

Storage Economics 

  (Capacity, Global Dedup, Immutable snap)

Application Unification

  (VM, K8s, AI)

Strongest Security

Consumption + Cloud Portability

Canonical Ubuntu Support + Istio + TMC 
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The Enterprise hardware is in a structural supply crisis

Skyrocketing memory prices: standard DRAM prices 

are set to double this year.1

Sticker shock for hardware: Standard server 

components follow this trend due to component price 

inflation.1

Sold out inventory: Major suppliers report their capacity 

is effectively sold out through 2026.2

Structural shortage: Supply shortages expected to grow 

through 2027.2

1. NewServerLife. “Why DDR4 Prices Are Soaring - And Why It Matters For Your Next Server.” Oct 2025. 
2. Goldman Sachs Global Investment Research

DDR4 price index1

“Perhaps one of the under reported elements of the current 
environment is that general purpose server CPUs are in short 

supply.” (Nov 21, 2025)

“AI memory is sold out, causing an unprecedented surge in 
prices” (Jan 10, 2026)

“Server prices set to jump 15% on memory cost spike” (Dec 
4, 2025)

“Server memory prices could double by 2026 as AI demand 
strains supply” (Nov 20, 2025)

Network World
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Storage NetworkingCompute

VFC 9 Innovate infrastructure aspects of private cloud stack

NVMe Memory Tiering

Live Patching 

for ESX

VCF 9 Runs on 

Existing Servers 

Native multi-tenant 

S3 bucket on VSAN

Cluster-wide deduplication

Snapshot – performance, 

immutable, remote

Adopt vSAN 9 on  

Existing Servers

Integration of 

VPCs in vCenter

Fully multitenant 

VPC

Intelligent Assist 

FW and Network 

Visibility
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Compute
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Scale Memory Capacity with NVMe device
NVMe Memory Tiering

Leverages 

NVMe devices 

as memory tier

Addresses core-

to-memory 

imbalance

Endurance 

Class D

Performance 

Class F or 

Redundancy 

HW RAID or HA

​  

ESXix86

Memory Hardware

DDR NVMe
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Page Classification Unique Approach

CPU

Memory

Hot Pages

+50% of the time

Warm Pages

< 50% of the time

Cold Pages

20% of the time
Very Cold Pages

caused by over-

provisioning
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NVMe Memory Tiering for Better Resource Utilization

CPU

Memory

DRAM

NVMe

Hot Pages Warm Pages Cold Pages Very Cold Pages
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Hardware savings and application performance results
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Storage
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Understanding Provisioned and Used Space in vSAN 
Capacity reporting in vSAN

“Provisioned Space” and “Used 

Space” columns will change 

values based on storage policy 

settings

• Includes resilience data

• Different than traditional storage

“Provisioned Space” does NOT 

reflect thin provisioning

“Used Space” may reflect unused 

spaced not reclaimed

• Use TRIM/UNMAP to mitigate

FTT=0 (no resilience)

vSAN

Cluster Level- VMs View

Used SpaceProvisioned SpaceName

vCenter

14 GB100 GBVM01

200 GB 28 GBVM02

125 GB 17.5 GBVM03

150 GB 21 GBVM04

200 GB 28 GBVM05

Identical VMs 

100GB in size

FTT=1 using RAID-1 mirror

FTT=1 using RAID-5

FTT=2 using RAID-6

FTT=1 using RAID-1 and 

OSR=100

Assigned

Storage Policies
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Granular Snapshotting Integrated into Hypervisor
Integrated object store ideal for highly scalable, flexible snapshots

Array-based Snapshots

Snapshots entire LUN

Tracks all changed data within 

datastore

May stun VM to achieve 

consistency

vSAN ESA Snapshots

Snapshots objects associated with 

discrete VM

Tracks only changed data for 

selected VM

Does not stun VM.  End-to-end 

awareness and control of VM I/O 

during snapshotStorage array using LUNs

VMs in a LUN

vSAN object store

VMs as objects

Boundary of ESA snapshot

LUN

LUN

LUN

Desired  VM 

snapshot

Desired  VM 

snapshot

vSphere vSAN ESA

VM object(s)

No integrated 

coordination

Boundary of array snapshot

Coordinated, per-VM 

integration 

Snapshot metadata

Snapshot metadata
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Protect and Recover VMs against Accidental and Malicious Activities
vSAN Data Protection in the Express Storage Architecture

Use vSAN ESA snapshots to 

provide immutable protection

Policy-based protection groups

• Group applications & VMs

• Define protection and retention 

New UI and scheduler

Supports multiple use cases

• Recover VMs from accidental 

deletion

• Clone VMs for operational agility

Immutable

vSAN

vSphere vSAN ESA

Local protection & uses

Restore VMs no longer in 

vCenter Server

Revert existing 

VMs

Clone VMs

vCenter Server

vSAN Data Protection

CREATE PROTECTION GROUP

1. Select VMs

2. Create schedules

3. Set immutability mode

Snapshots Snapshots Snapshots
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Why VCF with vSAN is Better:  Awareness, Intelligence, and Control
End-to-end monitoring and control when using vSAN to power VCF vs the competition

Traditional Storage

Pain Points

VCF powered by vSAN ESA

Benefits

Storage

array

• I/O managed arbitrarily by array after leaving hosts

• Array measures metrics in different ways from a different 

location

• Limited visibility of I/O when troubleshooting

• I/O managed and controlled from end to end

• All metrics measured in the same way, from the same 

location

• Full visibility of I/O simplifies troubleshooting

vSphere vSphere

Cloud Foundation

vSAN HCI

vSphere vSAN ESA vSAN ESA vSAN SC

vSAN SC

vSphere vSphere

End-to-end

awareness

of I/O

Awareness

of I/O

Limited visibility 

& control of I/O



Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.  

All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
1818

Storage Performance Metrics Integrated into vCenter
Collects and renders performance data at multiple levels

VM/App

Host level

Storage devices

Cluster
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Operations
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Operations – Build clusters your way, driver and firmware update
Mixed vendor clusters

Assign additional images manually 

or automatically

Multiple Hardware Support 

Managers (HSM) per cluster image

Up to 4 additional images can be 

created per cluster image

Support multiple server models 

in a single cluster image

Cluster

Cluster Image

Additional Image

Additional Image

Vendor Add-on

Firmware (HSM)

Components

Vendor Add-on

Firmware (HSM)

Components

ESX Base Version

ESX Host

ESX Host

ESX Host

ESX Host

ESX Host

ESX Host

ESX Host

ESX Host
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Operations – ESX Live Patch

Live Patch vmkernel, 

user-space and NSX 

components

ESX service restarts 

required (non-

disruptive)

Fast-Suspend-

Resume remediates 

VMs

No Evacuation, 

VMs stay running

ESX

vmkernel user-space nsx vmx
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Security Add-on
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Security – VMware vDefend

Zero Trust
Private Cloud

Threat Visibility 
& Investigation 

APP

Distributed 
Firewall

Sandbox

Security 
Intelligence 

Gateway
Firewall

IDS/IPS

NTA/NDR

Hypervisor integrated for 
VMs (agentless)

Single operations console 
for all vDefend features

Scale-out with applications

No traffic hair-pinning

Plug and play for VCF
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Network Segmentation for E-W 
(VM-to-VM) Traffic

Distributed FW (DFW)

Block Unauthorized Access

Network Threats 

Distributed IDS/IPS

Block Vulnerability Explosion

Block Malicious Infections

Security – Protection which enables Zero Trust
With VMware vDefend

Perimeter 

Firewall
Internet

Traffic

Gateway FW

Zone-to-Zone 
Controls

Block 
Unauthorized 

Access

NSX Security Intelligence with NDR
Complete Visibility

Simplification via Rule Recommendations

Advanced Threat Analytics

Advanced Threats 

Ransomware Protection

File Detonation

ATP

NSX ALB WAF

APP

App Server

Security Intelligence
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Security – Intelligent Assist for Threat Defense
Threat Guidance and Actionable Remediation, powered by GenAI and LLM

Project Cypress: 
Triage/Explain

Tell me more

about crypto 

wall?

What is the best

course of action

to address this?

Respond/Remediate
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Consumption
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Modernization and consumption

Virtual Private Clouds is self-

service, pre-segmented 

networks

vSphere Namespaces is policy-

aware resource slices

VM Service enable launch native 

ESXi VMs from Kubernetes API

Enhanced VKS is one API 

multiple services for Windows & 

GPU (AI) workload support
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Provide workload isolation with 
vSphere Namespaces and VPC

NAMESPACE D

NAMESPACE C

NAMESPACE B

APPLICATION B

APPLICATION C

APPLICATION D

APPLICATION A

NAMESPACE A

DATABASE

VKS CLUSTER

VKS CLUSTER

Kubernetes 
Native 
Applications

Node Node Node

Control Plane

VM APP

VPC A

VPC B

VPC C

VPC D
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Consumption Interface

Plug-n-play adoption to save 

time and reduce errors

Automate secure, isolated 

workload creation, multitenant

Improve user experience with 

utilization and cost view
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Built-in Kubernetes Runtime and Multi-Cluster Management

CLOUD  ADMIN

DEVELOPER/
CONSUMER

PLATFORM 
ENGINEER / 
CONSUMER

vSphere Supervisor

TKG

Service

VMware Cloud Foundation 

COMPUTE STORAGE NETWORKING

Network Services

Identity and 

Access Control

Open Extensible for 

CNCF Compliant

3rd Party Services

VM Service

GitOps 

Integration

vSphere Kubernetes Service (VKS)

VKS Core Packages

AI/ML 
Workloads

Data 
Streaming

Distributed Database

Modern

Applications

Collaboration 
Platforms

Backup Service

Java EE, EAP, 
Middleware

Storage and DB 

Services

  

Multi-cluster Management | Lifecycle | Policies

APP

VKS Standard Packages

Istio Service Mesh FluentBit

HarborPrometheusCertManager

Velero

Pinniped vSphere CSI Driver Antrea

Carvel
Guest Cluster 
Auth Service

Calico
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Modern consumption and services
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Unlocking Maximum ROI with Best for value technology

Up to 42%
Lower Memory Costs 

When NVMe memory tiering is enabled

Up to 39%
Lower Storage TCO 

Compared to external storage arrays

Up to 70%
Faster VKS Cluster Deployments

Compared to previous version

5x Better Density
For Containers Workloads
Compared to competitor’s platform

Up to 70%
Lower CPU Usage

For encrypted vMotion for AI/non-AI apps

Up to 80% 
More Live Patching

When applying security patches

High Velocity 

Application Delivery

Cyber Resilience & 

Data Security

Efficient Infrastructure & 

Operations at Scale
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VCF Real-world use cases

Manufacturing with 2 factory 

sites replication over 120km
Finance customer created 

modern DevOps in primary DC

Public services to host 

modern apps from three DCs

• 2 DC sites, async-replication

• 7 employees; lean IT team 

• Adopted VCF 64 + 64 core

• Add-on VLR - SRM for DR plans and 

vSphere replication RTO=1m

• Add-on vDefend - Better security 

and visibility into the “full picture” 

from a security standpoint

• Reduces cost – would need more 

people with 3 Tier architecture

• Migrated from Hyper-V and MS-SS

• Primary and DR site

• VCF 1600 core (800+800) 
stretched

• Self-service portal for easier 

consumption via VKS

• Multi-tennacy for internal projects 
and external suppliers

• FinOps chargeback for 

Project1,2,3

• Capacity planning and scalability 
on-demand

• Three DC sites in capital city with 

metro distance RTT < 5ms

• Public agenda for rapid app 

development

• Infrastructure sharing for app 

developers

• Critical SLA with 7*9s 

• Add-on PaaS with Tanzu 

Platform

• Control of application stack 
security build predominantly on 

Open Source components
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