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The evolution of GenAl usage
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40%

Of enterprise applications will be
integrated with task-specific Al agents
by end of 2026, up from less than 5%
in 2025.

Of organization now deploy agents
for multi-stage workflows

Of organization believe Al agents are
the new enterprise apps, trigger
reconsiderations of investments in
packaged apps

Expected productivity loss for
companies failing to establish high-
quality, Al-ready data foundations.




Al automations will

free up 30% of Software will Shift focus away
engineering time fix itself from
maintenance is
70% of team’s
effort

Learn from past
incidents to prevent

future profia Executives expect

Get full context
and suggest error
repair

] Developers expect
Operations expect P P

Suggest tunings
based on production
insights

Incidents handled
autonomously or Create tests

revented entirel Rltect the use automaticall i
5 y Offload fixes, define of Al y Auto-collect info

to fix
vulnerabilities

quality goals, and
. :® . guardrails




Agent adoption is
— the have shifted to
with existing systems, ,and




Al-Driven Development & Autonomous Operations require
reliable agents, but how?
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“You can embrace creativity and uncertainty at the Al
layer only if your data layer is absolutely
Kiki Carter, Cockroach Labs

”
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APPLYING LEARNINGS TO DELIVER SUCCESS

Operate on determinism and facts, not just probabilistic guesses

C% CONTEXT AND TRUSTWORTHY SCALABLE RELIABLE
— UNDERSTANDING DETERMINISM ACTIONS
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THE LEADER

Reactive operations
Issues are deeply understood

after they occur

Dynatrace
2006+

THE INNOVATOR

Automated
root-cause

Issues are auto-diagnosed
when they occur

Dynatrace
2014+

THE PIONEER

Preventive
operations

Issues are anticipated before
they occur

Dynatrace
2023

THE FUTURE

Dynatrace
2026+



The Al-powered observability platform for
autonomous operations

® & N

Integrated platform Unified data Real-time context Answers, not guesses




THE DYNATRACE PLATFORM

Action based on answers, not guesses

s

= 2 : )
Unified Al data lakehouse Real-time dependency graph Agentic operations system

Grail Smartscape Dynatrace Intelligence




Al Data Lakehouse

OUR FUTURE

More than ever

operate

CAPTURE CONTEXTUALIZE PROCESS ANALYZE AUTOMATE
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Agentic Al relies on accurate and deep context to
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Custom Apps




OUR FUTURE

More than ever

Al-native Data Lakehouse

Agentic Al relies on accurate and deep context to
operate
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Knowledge Semantic Memory Reasoning Action
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[ | [ | | | [
== I —
= i
Traces Metrics Logs
J
e N (D)
B . OneAgent® OpenPipeline™ Davis® Al &
LR {1} s [
Topology Behavior Code ' U B U [j o AutornationEngine
£5 4 =
S8 -
' Semantic
Q i API Smart: o
N *Tg?l o ik g Dictionary At L
Metadata Network Problems @ 1 a
: Business
S . 0 AppEngine
¥ P q Graill
- OpenTelemetry PurePath® Dynatrace
Fi:l @ ! Query Language —
" Business 1y eats  Vulnerabilities —= =
@ Events —_——— Custom Apps

]




Leveraging Dynatrace architecture

O
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Enhancing day-to—day efficiency

Goal setting Al supervision Innovation creation

\l/ Autonomous execution
Knowledge Reasoning Actioning @

Contextual data in a continuously Empowering agents with precise, Enabling intelligent and
updated knowledge graph context-aware decision making automated actions, both
reactively and proactively Improved
o ;o customer
@ 'Q" . & {"3‘ experience
) & s 3 :
e SHENTEEETE Causal Al Predictive Al Generative Al Agentic Al
AutomationEngine AppEngine Turning observability
into a strategic
business enabler
- o
. - . Outcome analysis and
. . Real-time context and feedback ‘
° ® measurement




Determinism as the Foundation of Al
Agentic Al is powerful, but only as good as its foundation

Dynatrace Intelligence - Foundational Models

Ii Forecasting

Anomaly
Prediction

Machine @ Statistical
Learning Methods

eterministic Answers & Reliable Automation
Problems, Risks, AISecOps, Root-Cause
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Snimka 15

DP1 Need a new slide for this
Deblois, Philippe; 2026-02-17T18:23:25.386

CK10 Replaced Davis with Dynatrace Intelligence
Kiesewetter, Christian; 2026-02-22T22:33:18.339



|, LLM and Agentic Observability

- Dynatrace the

End-to-end full-stack visibility across cloud-, Al-workloads and customer experiences

Contextual analytics and runtime-security

Al-powered automated observability to remediate, protect and optimize

SRE/Ops Development teams Al Teams
Predictive operations for forecasting End-to-end tracing of agent Guardrails for data safety, quality, and trust:
performance and cost bottlenecks across calls/tool usage detect risky outputs, abuse;
cloud 5+ agent technology supported keep auditable prompt history
S ¢ : - . . s . 4 =2.@,46k 520,43ke
#186 #174 #150 i - l i P 1,165 ~—--3-;-24s ";,“:»f‘n‘l‘,v,{ﬁ'w‘-“\:‘#ﬂ
8 17.77K B 25.10K B 21.13K -\ 1
& 35.29uss. 8 52.34uss B 44.07uss Secvica Quality & Guardralls

P18 a18 P18 T : Guardrail Executions Toxicity PII Leaks Denied Topics oo 6
: 4 0,55 0,90x ©0,86%  0,90%




6 Dynatrace Intelligence

The agentic operations system that fuses the strengths of deterministic and
agentic Al for reliable, autonomous action at scale.
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6 Dynatrace I nte I I Ige nce Orchestrating internal and

external Al agents

Dynatrace has evolved
Into dain Creating Al agents from

app functionality

Built for observability, security and business

Collaborating with other

external Al agents




DYNATRACE INTELLIGENCE

Fueling the Al-powered observability platform for autonomous operations

Agentic
operations
system

Dynatrace ™
Intelligence

ENTERPRISE INTELLIGENCE

Assist

Development SRE Security
Agent

Domain Agents

FOUNDATIONAL INTELLIGENCE

Operator Root Cause Forecasting
Agent Agent Agent

Unified Real-time
data lakehouse

DYNATRACE

dependency graph

Agentic
Workflows

) Analytics
Agent

ITSM Code

Ecosystem Agents




6 Dynatrace Intelligence

Extend intelligence to every interaction and any ecosystem

Team Augmentation

@ @ @

Agentic Assist Ecosystem Agent
Workflows Agents Interactions

GENERALLY AVAILABLE TODAY




ASSISTANCE

Assist

Agents

DYNATRACE INTELLIGENCE

Ubiquitous assistance for easier use

*+ Create dashboard
*+ Prompt

Vog Explain log

New conversation

- *+ Thinking
*+ Explain vulnerabilit . . .. a2
il Y *+ Continue investigation

*  Generating summary...



DYNATRACE INTELLIGENCE

Interactive context-aware assistance

ASSISTANCE

Assist

Agents

Investigation for P-2507151 ~ + New §

Let me continue the investigation for P-2507151

tack investigation Agent (@]

I've run a Full-Stack Investigation to analyze the root cause of the JavaScript
error rate increase in the astrashop application

Here's what I've found:

1. Logs Analysis:
+ Error: Connection timeout while accessing database.
« Error: POST /checkout 500 Internal Server Error.
« Warning: Memary usage exceeded 90% threshold.
2. Trace Analysis:

= Failed transactions detected in POST /checkout API calls.
- Average response time: 2.5 seconds, which is higher than expected.

w

. Infrastructure Analysis:
« aks-live Kubernetes cluster: No pods ready for the astroshop-payment
workload.
= dtp-devS-plsrv kafka host: Memory usage at 95%, indicating resource
exhaustion,

IS

Dependency Map:
« The astroshop-payment service depends on the database, which is

ontend, causing JavaScript

JavaScript error rate increase
& Active  P-250 ® Error

at Jan 2.

03:00 fo

30 minutes

Overview Events Logs  Troubleshooting

“+ Summary and recommendations
Why it happened? b

The problem fikely occurred due to one or mare of the following reasons

Service Failure In astroshop-payment

The astroshop-payment service is experiencing a failur r
the frontend (e., POST Jeheckout) to fail

These failed AP1 responses are resulting in JavaScript runtime errors in the astroshop-frantend.

ate increase, which is causing API calls from

Resource saturation
Insufficient resaurces (e.9., CPU, memary, or database connactions) in the astroshop-payment servica or
related infrastructure could be causing the service to fail

High memary usage has been obiserved on the dip-devS-plsr kafka host, which may contribute to the

ssue.
1. Increased load
A sudden spike in traffic or requests to the astroshop-payment service may have overwhelmed the
service, leading to cascading failures.
1. Kubernetes Pod Issues
The aks-live Kubernetes cluster reports that na pads are ready, which could indicate resource contention
ns affecting service availabill
What was affected? ~
What was impacted? .

Root cause

% astroshop-payment
Root cause

» Error Service failure rate increase

> Info ArgoCD Sync: astroshop-payment (commit:abc: @8 Analyze failures

© payment

» Error Service failure rate increase

O astroshop

> Slowdown Unexpected low service load

Failure rate increase

© aks-live

@ Analyze failures

See all events

B vi

@ Analyze failures

22



DYNATRACE

INTELLIGENCE

Interactive context-aware assistance

ASSISTAN

Summary quarterly adoption report v 8 X

Analyze this notebook and summarize the top 3 insights.
Compare the last 12w with the 12w before that. Be ultra-
concise,

> Thought for 8s

I'll start with analyzing the data in the notebook and afterwards create the top
three insights.

> Analyzed notebook
Here is the ultra-concise summary of the top 3 insights from this notebook.

Top insights — last 12w vs prior 12w
« Creation intensity led

+ Avg created/user +27.71%; weekly created +34.08%; total created 124 4K;

creators 19.1K; avg created/user 6.52.
+ Engagement up, but slower
« Avg opened/user +2.12%; weekly opened +11.65%; total opens 1.0M
openers 62.0K; avg opened/user 16.22.
« Takeaway
» Growth is driven more by creaticn than opening; this means many users
create notebooks they only use once

Do you want me to add this to the notebook?

» Thought for 3s

> Updated notebook

Added the summary as a M
Notebooks - 03 25 - Qu

down section beneath the headline section
terly Adoption Report”.

Notebooks -+ Notebook &, Upload

Notebooks - Q3 25 - Quaterly Adoption Report i < @ Share ) &

Notebooks - Q3 25 - Quarterly Adoption Report

North Star Metrics: Notebooks created & opened (per user per week)

Top insights — last 12w vs prior 12w

« Creation intensity led: Avg created/user +27.71%; weekly created +34.08%; total created 124.4K; creators 19.1K; avg created/user 6.52.
« Engagement up, but slower: Avg opened/user +2.12%; weekly opened +11.65%; total opens 1.0M; openers 62.0K; avg opened/user 16.22
« Takeaway: Growth is driven more by creation than opening; this means many users create noteboaks they only use once

Adoption metric 1: Notebooks opened

Notebooks opened acts as a proxy metric for consumption

Opened per week

1record (@ Erecutedats 13, Timeframe: 8

25K




DYNATRACE INTELLIGENCE

nteractive context-aware assistance

ASSISTANCE

Assist

Agents

Failure Rate Astroshop ~ ow {8 X

> Thought for 4s

I'll correlate the failed requests for the different services with other metrics.
Afterwards, I'll take a look at related logs.

> Correlated metrics

> Analyzed related logs

It looks like the spike in failure rates is tied to specific issues in the astroshop-
payment service.

Metrics correlation
« The spike in 5xx Errors aligns with an increase in Failed Requests in the
'Requests - Success vs Failed' tile.
= Latency metrics (p50, p9@, p99) don't show a significant delay, so this seems
to be a failure in processing rather than a performance bottleneck.

Error logs

The logs show repeated errors with the message: "Sorry, we cannot process
American Express credit cards, Only Visa or Mastercard are accepted.” This
suggests a configuration or validation issue in the payment service when
handling certain card types.

Recommendation
Review the card validation logic in the charge.js file, specifically around line 73,
where unsupported cards like American Express are being rejected. Focus on.
+ The conditions determining accepted card types.
« The state of key variables at this point in the code.
This should help pinpoint the root cause of the issue.

@ Debug in code [TRTINEN @ View failure analysis  # View logs

W& Dashboards + Dashboard A, Upload

[ Astroshop Developer Self-Service i & @ Read-only

+ @ Astroshop v (@ LastZhours v ¢ > (@ Off v

LOGS WITH ERRORS: Use Open-With on a Log to Drill to the Trace - OR - Ask CoPilot to Explain it to you

Service
L : (@ Filter variables will only affect a dashboard when referenced in tiles
Time Status Content

level time | pid | hostname

8.9.2025, 20:35:17 WARN warn 1757356517648 17 payment-54469cbf9f-n59vx | payment

8.9.2025, 20:35:09 WARN warn 1757356509672 17 payment-54469chbf9f-n59vx payment

k» LATENCY

Requests Latency_p5@

service.name | err

{"type":"Error", “message":"Sorry, we cannot process American
ss credit cards. Only Visa or Mastercard are
accepted.”, "stack”:"Error: Sorry, we cannot process American
Express credit cards. Only Visa or Mastercard are
accepted.\n at module.exports.charge
(/usr/src/app/charge.js:73:11)\n at
process.processTicksAndRejections

(node :internal/process/task_queues:185:5)\n at async

Object.chargeServiceHandler [as charge]
(/usr/src/app/index.s:21:22)"}

{"type":"Error", "message’ :"Sorry, we cannot process American
Express credit cards. Only Visa or Mastercard are

accepted .
Express credit cards. Only Visa or Mastercard are
accepted.\n at module.exports.charge

<& ERRORS

tack”:"Error: Sorry, we cannot process Americar

@ SATURATION

Failed Requests CPU Usage %

Latency_p90 Sxx Errors Memory Used

@

c @

msg
Sorr;
cred:
accey

Sorr!
cred:
acce|

24




DYNATRACE

INTELLIGENCE

nteractive context-aware assistance

ASSISTANCE

Assist

@
L]
L]
L
@
£
L
€

Agents 4

Can you give me a summary of health aler.. v

» Kubernetes warkloads: dynatrace-oneagent-csi-
driver, my-otel-demo-kafka, my-otel-demo-
adservice .

Description: Memory usage exceeds the threshold of 99%.

Performance Slowdown

1. Amazon EC2 CPU Utilization High:
Affected Entity: Amazon EC2 Instance
AWS_EC2_INSTANCE-6A8848361C84FFBA
Description: High CPU utilization indicating resource
contention or increased workload.

These alerts highlight potential issues with monitoring availability,
resource contention, and performance. It is recommended to investigate
these areas promptly to ensure system stability and performance. Let
me know if you need further details or assistance with any specific alert!

i a

Is there anything specific I should have a look at within the my-otel-
demo-kafka workload

Smartscape Agent

Kubernetes Agent

The workload my-otel-demo-kafka is currently experiencing high
memory usage, exceeding the threshold of 90%. However, there are no
additional Kubernetes events reported for this workload in the last 48
hours.

You should focus on:

1. Memory Usage: Investigate the processes ar containers within

this workload that are consuming excessive memory. Consider

4+ New X

@ Kubernetes

@v

Overview

Y Type to filter

Bl Workloads

Workloads +4 142
e

*+ Powered by Dynatrace Intelligence

Health  Utilization Metadata

Workload
dynatrace-oneagent-csi-driver
my-otel-demo-kafka
my-otel-demo-adservice
dynatrace-oneagent-csi-driver
scale-down-consumer-service
ebs-csi-node-windows.
ebs-csi-node
cloud-node-manager-windows
aks-playground-staging-oneagent
eks-pod-identity-agent
csi-azuredisk-node-win
csi-blob-node
cloud-node-manager
azure-ip-masq-agent
csi-azuredisk-node
translationservice
recommendation

-emailservice

my-otel-de

problem-operaf

metrics-servel

Explorer

Age
23wad
s2wad
52wéd
23wad
2wdd
52w
52w
a2wid
23wad
69w3d
a2wid
4a2wld
42wid
27w3d
42w1d
63wid

11w3d

2wad

Recommendations <) Expand monitoring 4 Add cluster ®@
Last 30 minutes v < Now Summary C Refresh
my-otel-demo-kafka 3
Deployment
&> Memory| @ Conditions (@ CPU (@ Pods (2 Containers © No vulnerabilities G
Cluster Namespace Pods  Containers
+ eks-playground-stagi.. = obslab-log-problem-... 1 : 8

Overview Info

ion App services Definition (YAML) Logs ents Vulnerabilities Additional Teler: >

Deployment utilization View in utilization

CcPU Memory Pods

Usage 19 mcore Usage 780.3 MiB Running 1

Requests 20 mcore Requests 850 MiB Desired 1

Limits @ mcore Limits 850 MiB

Workload analysis

Pods 1 View in pods list

Pods with restarting containers Pending pods

o pods

Labels

25




PREVIEW

Assist Agents

Intelligence in every interaction

@ Assist Agents

 Explain any value or issue

« Automatically create context-aware summaries

* Interact with deterministic agents in conversation

Highlighted Problems Needing Immediate Remediation:

26




Agentic Workflows

Intelligence in every workflow

O 8 Wofuws  Aiwortlows  Executions @ ©

Q .
5 You dre viewing a e workIlow. Soved updates will be effective immediae eotingnn i analyze-alert & Changeaction

S W e

i [Security-Al-demo] AlienVault threat int... U B Run  Executions v = Q0 -

f Workllow

@ Agentic Workflows S [ -

e R

B AeQPPoOEe

* Instrument and supervise agents

* Customize and build your own team

(=3 Y

* Retain control in your journey to autonomy

27




Team Agents

Intelligence in agents

EXAMPLE 1

Auto-remediate application crashes, reduce
investigation effort, and apply and validate context-
aware code changes

EXAMPLE 2

Discover threat exposure, leverage deterministic insights
and automate preventive remediation before they
become vulnerabilities

WeoPpPo e :

OEOQ vV

@
=
]
Q
Lo}
L]
L]
L]
@
-
°
L
=

ROy

°

) Motebooks -+ Notshook 2, Upload

]

rs

[A1] "Android App Crash: Fatal Exception Detected” ;| @ Read-only. 2 sections

"Android App Crash: Fatal Exception Detected"

The crash in the Android Java app s identified as a fatal error caused by a native crash (@rror. type: crash) during the execution of the MainActivity .nativeAbort method
The stack teace indicates the issue originates from a native library ( 1ibnativecrash,so) and involves an abort signal triggered by the abor () function in the libc library
crash impacts the app's stability, causing it to terminate unexpectedly, which can lead to a poor user experience, The root cause is likely improper handling of native code or an
unhandled exception in the JNI layer

s

Suggested Fix

To address this issue, ensure proper error handling in the native code and validate inputs before invoking native methods. Below ks a code snippet to handle potential errors:

1 try { (n]
2 /1 Call native method
3 nativeAbort();

} catch (Exception e) {
/i Log the errar and prevent crash

6 Log.e(“MainActivity”, “Error in nativeAbort:  + e.getMessage()):
7 /7 Optionally, show a user-friendly message
8 Toast.makeText(this, "An error occurred. Please try again.”, Toast.LENGTH_SHORT).show():

Additionally, review the native library ( 1ibnativecrash.se) for potential issues and implement safeguards to prevent abort signals

text x

1 ##2 Threot Summary B

1900 x2Thren Exponure-Ssars: wasfurs
“iThren Naseve: fescersnell DReR biver CVE-2425-55182 Dxplots Wechanics
" eTagann: ove 7025 S92, e, ren, paetfe, renct, Fosciianell, Seserialization, exploit

*escare Criteriar
1 Vulnersbilities exist with matched indicators (CVE-2025-55162)

5 Mo detections, logs, of spans matched, reducing the exposure sco

5 - Vulnersbilities are critical, but lack of evidence in detections, logs, or spans lowers

risk of active exploitation

14 ##¢ Sumary Per Data Category

#2022 Vulnerabilities
- *"Matched Indicotorsts: CVE-2825-55182
*Vulnerable Compcnentsss

1 “otonern: next
20 *tVersionss: next:15.0.4
21 - wsathve: server.js (next-js-frontend) unguard-frontend-+

- **Remediationss: Upgrade the vulnerable component ‘next’ to 3 non-vulnerable version.
*Tssue URLSS: [GitHub

##2¢ Dotections
26 - *wMatched Indicatorste: None
27 - **Recomendation®*: Mo détections motched. Investigate further o ensure no active exploitation 1s eceurring

#2#4 Logs and Spans
ematched Indica

n: Nan
o 10gs o spans matched. Continue Bonitoring for any sUSpLCicus activity

35 48 Vulnerabilities Detsils
7 .

4 CVE Matches
- WCVEWS: CVE-2825-55162

e *#Affected Software Componentsts
o “Component Names*: next

28



Agentic Ecosystem

Connect and collaborate across your ecosystem

sosystem Agent Interaction:

Includes MCP Server

 Explain any value or issue

« Automatically create context-
aware summaries

* Interact with deterministic
agents in conversation

#KIR@ ¥ cursor
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M W windsurd

2 Claude @& openal

Rovo
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@ GitLab
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ServiceNow and Dynatrace coming together to drive your operations
autonomously

Topology

5
S

Metadata

Metrics

W

Behavior

ot

Network

=

Business
Events

LOG

Logs

{}

Code

@

Vulnerabilities

DYNATRACE

SERVICENOW

©

DEVA|

—_———
=3

Events

_Q_

Problems

Bi-directional context
enrichment

o
deo)

< > —=
< < =
Now Assist Al
il
3rd party event correlation
__________ . =2

Causal Al Root
cause Analysis

=z

Smartscape®

Event Correlation

.—

Ticket Creation

Real-time topology and
dependency mapping

> g o) :
U U G CMDB B 8 Bi ﬁ

o]

Orchestration
Tools

>

Dynatrace
Workflows |

ﬁ
ServiceNow
Workflows
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Agentic Ecosystem

ServiceNow Al Insights

* Understand impact & root cause without
leaving ServiceNow Ul

* Pullin subject matter experts

* Notify technical and business stakeholders

servicenow Al Favorites History Service Operations Wo!

Express List

| Alert0023604 x

Alert0019643

Rage Clicks Detected on Frontend ©

Priority group  Sewverity State

Urgent] Open

eneration ti...
® Critical

Overview Details Related records Playbook

Configuration item

Name Class Support group

Frontend Mapped Application Service Ecommerce Group

+

NowAssist + O %

Answers generated by Al. Review for
accuracy.

what's going on with the frontend
service? are users or other services
impacted? AI

. Agents

The report shows the user impact as

Total Impacted Users: 43034

(4.252% of total users).

The impacted entities by this alert )
are:

« Frontend.

what are your root cause theories?
what is the most likely root cause?

+

Root cause theories for this alert
include a JavaScript error where the
function 'savelnfo' is not recognized,
leading to a TypeError, and an
external API error that contributed to
anomalies in page load times and
interaction delays. The most likely
root cause is the JavaScript error
involving 'savelnfo', as it is directly
correlated with the incident
description.

Ask Now Assist to >

ServiceNow Data
Recent Changes

Team Ownership

Active & Past Incidents

+—_ 3 KB Articles, Post-Mortems

\ Service Maps

Dynatrace Observability Data

LE I E Y

* Analyze business and user impact
with Real User Monitoring

* Catch cascading failures with
transaction traces

* Search logs and metrics for
impacted entities

* Detect anomalous metrics and
golden signals

31




A PLATFORM EVOLUTION

€ Dynatrace Intelligence - Agents

SRE Development Security

& 7 ()

ACTION ASSISTANCE ORCHESTRATION
Expand impact with
’ : , powerful ecosystem
Expand teams Domain Assist Agentic
with a gents Agents Agents Workflows

INTEGRATION

AVAILABLE IN PREVIEW

o ———  GENERALLY AVAILABLE NOW ——— -
¢ ) Ecosystem Agent
MANAGEMENT DETERMINISTIC Interactions

Incl. Remote MCP Server

Drive reliable

. Operator Root Cause Analytics Forecasting
_+ . eperations Agent Agent Agent Agent
20 A
arca Ph e
._9’ ’~. ™ '_( - ——— GENERALLY AVAILABLE NOW
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ALINIEVII3Y

RELIABLE AND TRUSTWORTHY MULTI-STEP AUTONOMY

Journey to reliable autonomy in operations

Predictive Operations

Al-powered Automation

Supervised Autonomous
Operations

Full Autonomous
Operations

AUTONOMY




DYNATRACE INTELLIGENCE

Act on answers, not guesses




