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NDR

Behavioral modeling

Behavioral analysis of every activity 
within the network to pinpoint anomalies

Data collection

Rich telemetry from the existing 
network infrastructure including 
enhanced telemetry for encrypted 
traffic analytics

XDR
Extended Detection and Response with XDR. Advanced 
analytics extends local detections with global 
intelligence and integrations for accelerated response

Multilayered machine learning

Combination of supervised and unsupervised techniques 
to convict advanced threats with high fidelity

Network Detection and Response System

Endpoint Telemetry
Device and process insight with flow 
telemetry from Cisco Secure Client
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The network is the source of truth

See it ALL!

• A trace of every conversation

• Agentless information collection

• Remote worker endpoint data 
collection

• Cloud Telemetry ingest  (Flow Logs)

• East to west and north south visibility 
(FW logs)

• Light meta data collection using 
the existing infrastructure

• Capture enhanced NetFlow
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Extensible Telemetry Ingest
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Monitor your hybrid cloud environment

• Cloud Flow Logs from AWS and Azure provide 
insight into the activities of hosts residing within 
cloud environments

• Metadata from Flow Logs centers around the 
network activity, similar to NetFlow/IPFIX

• There are 25 total fields provided in Flow Logs

• CTB pulls Flow Logs from AWS S3 buckets and 
Azure BLOB storage via secure HTTPS connections 
and transforms the telemetry to IPFIX

• Once the VPC flow is transformed it is 
then forwarded to consumers
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NDR the De-Duplicator

SIEM
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Collector

Management 
console

Data 
Store

Alarms/Alerts

Metadata/NetFlow/IPFIX
Flow 

SNA De-Duplicator

SOC 
Telemetry:
Server
Endpoint
Application
Etc.

Alarms/Alerts Only

Switches

Routers

Firewalls

Network

Data Deduplication 
and Stitching done 

on the Flow 
Collector

Benefits

• Symmetric and asymmetric flow stitching

• Converts data into an end-to-end session record

• Enables efficient storage of data

• Improves host-level reporting accuracy

• Preserves all unique data elements

Challenge: Network Telemetry 

• High volume of metadata/flow data

• Multiple hops (5-6 typical) creates duplicate records

• Bi-directional sessions double the data

• Aggregated export every 60 seconds

Solution: NDR

• Acts as a de-duplicator between telemetry exporters and SIEM

• Stitches and de-duplicates telemetry sets

• Achieves 6:1 reduction (83.5% fewer flows)
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Telemetry from the network 
and cloud  provides up to 
layer 4 traffic visibility

Communication Visibility

Who is behind the discovered IP? 
What device are they using? 
Where are they located?

Identity

Who: User

What: Device type

When: Login time

Where: Location

How: Security posture

Process: Endpoint process

What type of traffic an IP is 
sending? What layer 7 app is 
used? Which URL is accessed?

Context

Application: Layer 7 App

Web: URL identification

NAT: NAT information

Crypto: TLS version

Traffic Status : Firewall block

Intrusion :  Malware or File event

Traffic visibility Endpoint attribution Traffic indication

Telemetry

Enriched Telemetry
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Contextual actionable intelligence

Encryption 
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Visualize traffic flows

• Graphical traffic flows monitoring

• Investigation focus map

• Network performance visualization

• Faster relationship policy editing

• 1-Click, transforms flow tables into maps
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Build maps to focus on critical metrics

• Relationship policy creation based 
on graphical representation

• Monitor Segmented network 
traffic

• Detect abnormal flows faster

• View triggered alarms brief per
host groups

• Drill down into alarms triggered per 
host group

• Visualize network 
performance metrics

– RTT, SRT, packet rate and 
traffic bandwidth

Triggered alarms Network performance Relationship policy
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Visualize group communications between SGTs

• Report on all observed SGT 
group communications

• Quickly see which SGTs 
are communicating

• Click on any cell to
display the amount of 
data transmitted

• View up to 300 SGTs 

Cell Details

90 days of historical policy data

No traffic seen

Traffic seen, default policy allows IP traffic

Traffic seen,  policy allows some traffic and has default Deny IP

Traffic seen, policy is complex, 
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Device Outline provides:

• Name, IP, roles, subnet, open Alerts, internal and 
external connections for 
the device

• Normally active period displayed

• Observations for the device

• 10 Day Activity Connections Graph

• Connectivity and traffic activity seen 
for the device for the current day

Traffic Report provides:

• Select any time on the traffic statistics graph and 
see results dynamically filtered in the flow table

• Accelerates investigation of traffic anomalies

• Immediately correlates chart events with actual 
flows attributing to the event

Naturally extend investigations with device context and trends



© 2025  Cisco and/or its affiliates. All rights reserved.   

Investigate with flow searches and host reports

• Common search parameters via Basic search 

• Search parameters are organized by subject, 
host and peer within Advanced search 

• Identify/search based on user, device, 
segmentation identity

• Focus investigation on top host alarming 
severity throughout the kill chain

• Visualize groups communications throughout 
organization

• Understand why alarms are triggered and see 
violated policies and threshold values
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Native response automation and alert sharing
• Use webhooks to enhance data-

sharing with third-party tools adding 
unparalleled flexibility in response 
management

• Send malware detections to 
XDR furthering forensic 
investigations 

• Limit an endpoint’s network access 
as detections occur combining 
Adaptive Network Control (ANC) and 
Identity Services.

• Send detections to SIEMs

Identity 
Services SIEMs

Fully Automated 
Responses

XDR
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Integration NDR with XDR

XDR

Enrichment Requests from 
manual investigations or auto-
mated from event correlation

Alarms and 
Events sent to 
XDR analytics

Tiles to 
Control 
Center

Optional: Send flows to 
XDR analytics via 
Telemetry Broker or FC

NDR

Cross correlation of data 
Correlation of NDR findings with other 
detections mechanisms including EDR 
based detections, email and others  

Impact Analysis
Understand the Impact of an incident 
leveraging XDR incident Manager 

Reduce the time to respond
Reducing the time to response 
leveraging XDR automation and 
the multi responses capabilities 

Extend response capability
Expand NDR response capabilities 
with multiple technologies through 
XDR integrations
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• Historical Investigations

• Find historical communication with bad 
destinations prior to conviction

• Gather a device communication trends 
before during and after an infection to 
identify additional artifacts and indicators

• Detect malware lateral movement by 
looking at historical communication 

NDR Capabilities needed for XDR Outcomes

• Response & Automation

• Respond to a threat using pre-configured 
actions.

• Provide manual and automated actions for 
blocking C&C communication across all 
your environment

• Isolate infect system to prevent additional 
malware spreading

?
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Contextual
network-wide visibility

Agentless, using existing 
network and cloud infrastructure, 
even in encrypted traffic 

Predictive
threat analytics

Combination of behavioral 
modeling, machine learning 
analytics

Automated
detection and response

High-fidelity alerts prioritized by 
threat severity with ability to 
conduct forensic analysis

NDR Network Detection and Response system recap




