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Understanding cyberattacks
Information is gathered on 

the victim’s people, 
processes and technology 

in play

OBSERVATION SNEAK IN

Gain access to the 
victim by sending 

phishing emails and 
let them click a link

Creating a base of 
operations and let’s make 

it redundant and highly 
available

BASE  OF 
OPERATIONS

Snooping around without being 
detected and compromise higher 

value targets

ELEVATE  ACCESS & 
LATERAL  MOVEMENT

Alter routines, documentation 
and security systems to 
reduce / deny restore 

capabilities 

CRIPPLE  
RECOVERABIL ITY

Encrypt victim’s 
data, wipe 

archives/backup/data, 
issue ransom demands!

RANSOM
DECLARED

BACKUP MALWARE/TOOLS

D E C  JA N  F E B A P R JU N  A U G  OC T  M A R M A Y  JU L  S E P  N OV  
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VŽDY predpokladajte úspešný prienik útočníka

• Nemáte lepšie vybavenie ako útočník
• Nemáte viac vedomostí ako útočník
• Neviete viac o útočníkovi ako on o vás
• Nemáte ani zďaleka toľko času ako útočník
• Musíte minimalizovať dopad útoku

Počiatočné predpoklady návrhu
kybernetickej bezpečnosti:

Platby ransomvéru dosiahli v roku 2023 rekordných 1,1 MLD USD

Nová správa zistila, že zločinci používajú umelú inteligenciu na škodlivé účely – a nejde len o deepfakes | 

(europa.eu)

https://www.europol.europa.eu/media-press/newsroom/news/new-report-finds-criminals-leverage-ai-for-malicious-use-%e2%80%93-and-it%e2%80%99s-not-just-deep-fakes
https://www.europol.europa.eu/media-press/newsroom/news/new-report-finds-criminals-leverage-ai-for-malicious-use-%e2%80%93-and-it%e2%80%99s-not-just-deep-fakes
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VŽDY předpokládejte úspěšný průnik útočníka

Platby ransomwaru dosáhly v roce 2023 rekord 1,1 Mld. USD

Nová zpráva zjistila, že zločinci využívají umělou inteligenci ke škodlivým účelům – a nejde jen o deep fakes |(europa.eu)

https://www.wired.com/story/ransomware-payments-2023-breaks-record/
https://www.europol.europa.eu/media-press/newsroom/news/new-report-finds-criminals-leverage-ai-for-malicious-use-%e2%80%93-and-it%e2%80%99s-not-just-deep-fakes
https://archiv.hn.cz/c1-67304290-hledame-krtka-platime-stedre-hackeri-na-darknetu-poptavaji-firemni-insidery-na-spinavou-praci
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ReSTORE vs. ReCOVER – KnowBe4!!!

Multi-layered immutability

Automatic recovery verification

Comprehensive monitoring

Complete data mobility

Fastest recovery options

Immutable
Hardened
Air-gapped

...už dnes NESTAČÍ!
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Multi-layered immutability

Veeam Ready Object 
with Immutability

Offline, Air-Gapped Media copies on disk 
(Removable/rotating)

Veeam Hardened Repository
with Immutability and single 
use credentials 

Immutable device on either                   a 
dedupe or object repository

Veeam Cloud Connect
with Insider Protection

Snapshot and CDP replication 
dependent on retention but fastest RTO

WORM (Write Once Read Many) 
– Or Tape media 
Physical air gap

WORM storage snapshots
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Backup Target Storage Vendor Immutability Integrations

Ensure that your data is protected from Ransomware

0
4
0

Veeam Hardened Linux Repository

Veeam Hardened Linux Repository is compatible 
with all major server vendors like …
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Multi-layered immutability

Automatic recovery verification
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Complete data mobility
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Detect + 
identify 
cyberthreats
Minimize the devastation 
of a cyberattack

Data Security

• Malware Detection

• Synchronous communication with ServiceNOW

• Veeam App for Splunk 

• Veeam Incident API

Keep your data safe with multi-layered security that 
gives you confidence your data is always protected.
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Bring detection closer to the time 
of infection

• Measure and analyze entropy changes

• Detect known indicators of compromise (IoC)

• Mark backups as clean, suspect, or infected

Malware Detection
AI-powered inline scanning and file 
system analysis
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Inline Malware Detection
encryption detection & text analysis

• analyzes block-level data during backup

04032024
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Veeam Incident API
Get a second opinion

Receive real-time infection reports from 
third party tools

• Integrate with existing NDR/EDR/XDR tools

• Remove barriers between security and 
backup teams

• Minimize damage by immediately performing 
backups upon notification
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Veeam Incident API with Progress Flowmon

04032024

Veeam 
Incident API

Veeam Backup & 
Replication

Veeam Backup 
Proxy

Mo. 08.00am Mo. 09.00pm Tue. 08.00am Tue. 09.00pm Wed. 08.00am Wed. 09.00pm

Restorepoints

Backup Repository

Configuration
Database

1

2

4 5

6

1 Veeam Backup & Replication runs 
regular backups of the source systems

2 External CyberProtection solutions are 
monitoring the environment

3

3
The external CyberProtection detects 
suspicious activities or a Ransomware 
attack 

4
The external CyberProtection calls the 
Veeam Incident API and sends details 
of the incident

5

Veeam Backup & Replication flags any 
restore point created after the detection 
as potentially infected in the 
configuration database

6
This is also reflected in the GUI where 
those restore points now show up as 
clean or infected

Progress Flowmon with vendor 
provided phython script that 

connects to Veeam

Customer Datacenter
with an attack
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Respond + 
recover from 
ransomware
Empower your team to 
slash incident 
response time

Data Recovery

• Avoid reinfection

• YARA content analysis

• Recover clean the first time

• I/O Anomaly Visualizer

Breadth and scalability enables you to reliably perform 
Instant Recovery
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Automated offline malware detection

• Automated scheduled scans that support the
new SureBackup® mode

• Orchestrated ad-hoc scans to assist with 
investigations

• Powered by both antivirus engines and/or 
YARA rules

Avoid reinfection
Uncover threats before you restore
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Inline Malware Scanning
AI / ML Analysis, using Entropy Scanning and in-guest filesystem index. 
Cross-correlation between current & historic values.
Marks backup “suspicious” if positive.

On-Demand Scanning
Malware scanning using Antivirus software and/or YARA rules to find the 
last clean restore point.
Scan all backup points and marks “suspicious” if positive.

SureBackup® Scanning
Malware scanning using Antivirus software and/or YARA rules as a part 
of scheduled SureBackup job. With or without DataLabs.
Marks backup “suspicious” if positive.

Secure Restore Scanning
Malware scanning using Antivirus software and/or YARA rules on any 
Image based restore task. Marks backup “suspicious” if positive.

04032024

1

2

Backup Storage

Secure Restore

Veeam Agents

1

SureBackup 

3 4

1

2

3

4
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Pinpoint ransomware strains 
in your environment

• Comprehensive and customizable
signature-based detection

• Uncover threats almost in 
real time with Continuous Data Protection 
(CDP) replicas

• Detect compliance violations

YARA content analysis
Know what potential risks may be hiding 
in your backups
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On-Demand Scan For Malware & Content
in Backups section

04032024
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Recover from the moment you choose

• Pinpoint variances and recover with exceptional 
precision

• CDP file-level restores enable the lowest 
possible data loss

• Standardized application item recovery 
powered by Veeam Explorers

I/O Anomaly Visualizer
For when seconds matter
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Proven confidence when disaster strikes

• Expedite recovery by circumventing 
known-infected restore points

• Flexible recovery on-premises or in the cloud, 
with post-recovery customizations

• Automated testing proves compliance
 before you need it

Recover clean the first time
Orchestrated recovery with malware-free 
restore points
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ReSTORE vs. ReCOVER – KnowBe4!!!

Multi-layered immutability

Automatic recovery verification

Comprehensive monitoring

Complete data mobility

Fastest recovery options
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Instant recovery at scale

VBR Repository

Compressed / deduplicated
backup files

Compressed NAS
backup files

VMs

Physical 
servers

Cloud 
instances

File 
shares

1

2

3

4

Instant 
multi-VM recovery

Instant 
disk recovery

Instant 
DB recovery

Instant 
NAS recovery

        

04032024
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04032024

Veeam 
Explorers

Veeam Explorers Suite 
rozširuje funkčnosť Veeam 
Backup for Microsoft 365 
a Veeam Backup & 
Replication, čo vám 
umožňuje obnoviť alebo 
exportovať údaje na 
úrovni aplikácie z image-
based zálohovaných alebo 
replikových súborov.

Veeam Explorer for Microsoft Active Directory

Veeam Explorer for Microsoft SQL Server

Veeam Explorer for Oracle

Veeam Explorer for PostgreSQL

Veeam Explorer for SAP HANA (NEW in v12.1)

Veeam Explorer for Storage Snapshots

Veeam Explorer for Microsoft Exchange

Veeam Explorer for Microsoft Sharepoint

Veeam Explorer for OneDrive for Business

Veeam Explorer for Microsoft Teams
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Veeam Backup File Format

Veeam Backup & Replication

Veeam Agent for Microsoft Windows

Veeam Agent for Linux

Veeam Repository

Veeam Backup & Replication 
Community Edition

Veeam Backup for AHV

Backup

Any on-premises VMware vSphere, 
Microsoft Hyper-V, Nutanix AHV VMs, 

physical servers and workstations…Veeam Backup for RHEV

Veeam Backup for Cloud

04032024
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To
From

vSphere Hyper-V Nutanix AHV Azure
VM

AWS
EC2

Google Cloud 
VM

vSphere

Hyper-V

Nutanix AHV

Red Hat / Oracle KVM

Windows Agent

Linux Agent

Azure VM ✓ 

AWS EC2 ✓

GCP VM ✓

Other Clouds
(agent based)

 Supported ✓ Supported via Backup Copy

Veeam mobility matrix

04032024
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Secure + 
compliant 
protection
Complete your 
security and 
compliance standing

Data Freedom

• Security and compliance analyzer

• “Four-eyes” principle protection

• Veeam Threat Center

• Veeam ONE Audit Reports

Support for hybrid- and multi-cloud infrastructures that help 
protect all your data with zero lock-in. Your data should be 
protected wherever you need it — in the cloud, on-
premises, or at the edge.
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Verify security and compliance

• Uncover and identify risks to your 
backup infrastructure

• Perform ad hoc scans or execute based on a 
flexible schedule

• Comprehensive and powerful best practices 
for backup administrators

Security and 
compliance analyzer
Align to cybersecurity best practices
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Remove single points of destruction

• Requires approval by a second backup 
administrator

• Restrict backup and repository deletions and 
access setting modifications

• Logged in Veeam history, Windows event 
log, and email

“Four-eyes” 
principle protection
Prevent accidental or malicious deletion
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Comprehensive data protection visibility

• Complete platform security score

• Global Malware Detection Map

• Measure compliance and identify recovery 
point objective (RPO) anomalies

Veeam Threat Center
Put the spotlight on malware
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Follow us! Join the community hub:
A blue and black logo

Description automatically generated

https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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