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The New Data Center Reality

Vaulting your data in an isolated environment
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Requirements from the Industry
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Supply Chain Inspection
Separation of Duty

Data Isolation (offline)

. Ability to Test Recoveries
Run Book Creation
Observability

7. Timely Recovery in the event of a Cyber
. Attack
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Key Characteristics of our Cyber Recovery Solution
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“  Isolation -~ Immutability Intelligence Recovery
Physical & logical \ Preserve original Machine learning Fast recovery for
separation of data ", integrity of data based threat minimal

- detection, alerting operational impact
. and reporting
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Dell PowerProtect Cyber Recovery

Ensuring the Recovery of Critical Rebuild Data in case of Cyber Threats
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Cyber Recovery Solution

The Gold Standard for Cyber Resiliency
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How CyberSense Works

Analytics, Machine Learning and Forensic Tools to Detect & Recover from Cyber Attacks

ANALYTICS DETECTED

200+ statistics indicative Alert when suspicious - Attack type notification
of cyber attack activity is detected

* Ransomware detection
» Corrupted file details
» Data changes / deletions

* Breached user accounts

. : * Breached executables
COMPREHENSIVE MACHINE , POST ATTACK

- - : » Last.good backup co

" INDEX LEARNING., —.— === FORENSICS g a‘ Y py
/-'/ Changes in Trained on thousands of trojans Detailed reports, including last :
~ content over time and attack vectors good backups for rapid recovery
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CybersSense Support for Intelligent Recovery

"l 543 Suspect Suspect Job Name:
files Hosts All Artack Vectors-| 1192.168.16. c_vectors//.

saclass4wannacry Host saclass4wannacry Extensions saclass4wannacry Modified Time
Mon Ma
Clear
Wed Jun 10 20.
@ lasséwannacry u Tue Jul 14 2009
tilt.test.indexengin, Mon jul 30 201
mssgidem2 Thu Jan 05 201
oraclermante testi Man Mar 13 20,
Tue Mar
cthers
Displaying 13404 out of 15438 entries

No grouping applied. Drag and drop a column header here to group.

D NAME HOsT OWNER LAST MODIFIED SIZE DIRECTORY LAST KNOWN BACKUP ID

Th e Wh O, Wh a tl Wh ere [0 wditfe wmwhCRY saciasséwann.. S-161.500 Tue jul 1401:32:31 2009 2503M8 sacissséwannacry/Users/Publi  saclassdwannacry_ 1536784400
& When Of the attack [0 TuipsipgWhCRY 51-61-500 Tue Jul 14013231 2009 . ¥ 1535784400
(]

Penguins jpg. WNCRY saclasséwann.. 5-1-6-1-500 Tue Jul 1401:32:31 2009 759.88 KB saclassdwannacry/Users/Publi._.  saclassdwannacry 1536784400

Report on last good
backups quickly recover
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Sandboxes Recovery Sandboxes

Copy Name

cr-copy-NetWorker-FS-20230330121904

cr-copy-PPDM-FS-20221106095854

cr-copy-NetWorke-20220622115906

Policy Name

NetWorker-FS

PPDM-FS

NetWorker-FS

Y

Creation Date

Mar 30, 2023 12:19 PM UTC

Nov 6, 2022 9:58 AM UTC

Jun 22, 2022 11:59 AM UTC

Y

Expiration Date

Mar 31,2023 119 AM UTC

' Jan 26, 2023 1250 AM UTC

L Jan 26, 2023 12:50 AM UTC

i

Last Analysis
E3 suspicious
& Good

& Good

Y

Recovery Status

@ Recoverable

Y




Recovery Options To Meet Your Cyber Resilience SLAS
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Health Service Executive (HSE): Cyber Attack

Population 5 Million

IMPACT:
No email
No network
No phones
No mobiles
All sites are down.

Conti cyber i No IT services
attack on

the HSE T § § == No health care
‘ 7 Sl services

Independent Post Incident Review

i lanagement Team

Attackers provided the decryption keys
3 months to recover back primary systems
6 months to fully recover D&ALLTechnologies
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