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Implementácia Zero Trust 
v ére digitálnej transformácie

Za hranice dôvery: 
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Zero Trust 
znamená rôzne veci 
pre rôznych ľudí

Je to bezpečnosť koncového bodu

Je to firewall

Je to identita

Je to ZTNA
Je to segmentácia
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Čo Zero Trust znamená pre vás?

Users

Môžem sa pripojiť k pracovným 
aplikáciám odkiaľkoľvek 
a z akéhokoľvek zariadenia?

Bola by moja práca jednoduchšia, keby 
všetky tieto bezpečnostné produkty 
spolupracovali?

Aký typ zariadení 
sa pripája k sieti?

IT/ Network/ 
Security teams

Vieme sa brániť 
potenciálnym hrozbám?

Ako povolíme bezpečný 
prístup k SaaS
a vlastným aplikáciám?

Môžeme overiť identitu používateľa, 
keď sú naše tímy vzdialené?

Business 
leaders

Môžeme zaviesť zásady Zero Trust 
bez narušenia biznisu?

Spomalil by ma vzdialený 
prístup?
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Zero Trust 
sa formuje
Vznik predpisov 
a noriem

US Cybersecurity and Infrastructure Security Agency (CISA) Zero Trust Pillars
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Zero Trust 
definujeme
holisticky

Zero Trust

Funkcie

Schopnosti

Stratégia

Platforma

Princípy

Technológie
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Zero Trust
Základné princípy

‣ Nedôverujte

‣ Vždy overujte

‣ Vynucujte 
najmenšie privilégium
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Zero Trust 
“Sweet Spot”

Silná bezpečnosť a 
vysoká produktivita

Bezpečnosť
je vecou každého

Silné
zabezpečenie

Vysoká 
produktivita

Vyššia bezpečnosť pre biznis
Vy

šš
ia
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Zero Trust 
si vyžaduje elimináciu 
kompromisov

Vysoké
riziko
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Cisco Zero Trust
Požiadavky na dosiahnutie Zero Trust

• User / device / identity 
• Posture + context
• Risk-based authentication

• Micro-segmentation
• Unified access control
• Least privilege + explicit

trust

• Re-assessment of trust
• Indicators of compromise
• Shared signals
• Behavior monitoring — threat and 

non-threat activity
• Vulnerability management

• Prioritized incident 
response

• Orchestrated remediation
• Integrated + open

workflows

Vytvoriť 
dôveru

Vynútiť 
prístup založený 
na dôvere

Neustále 
overovať dôveru

Reagovať na 
zmenu dôvery

User & Device
Security

Network & Cloud
Security

Application & Data
Security



Zero Trust 
Trust Flows
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Hybrid
worker

Public application
(SaaS)

EPP/EDR
(Secure endpoint) 

Identity/Posture
(ISE)

Device Health App
RBA

(DUO)

On-Prem / VPN

Cloud

TrustSec/SGTMDM
(Meraki SM)

EPP/EDR
(Secure endpoint) 

Device Health App
RBA

(DUO)

MDM
(Meraki SM)

Secure Web Gateway
SAML Auth
(Umbrella)

CASB/DLP/Cloud
Malware protection/

Tenant controls
(Umbrella)

Private application
Private DC/IaaS

Vytvorenie dôvery
Hybridný používateľ, ktorý sa pokúša získať prístup 
k aplikácii z akéhokoľvek zariadenia

Používateľ spustí 
overenie

1

Používateľ je overený, 
skontroluje sa poloha 
zariadenia a overí sa 

dôveryhodnosť zariadenia

2

Používateľ získa 
legitímny prístup

3
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Vynútenie prístupu založeného na dôvere
Hybridný používateľ sa pokúša o prístup 
k súkromnej aplikácii v private cloud-e

Používateľ potrebuje 
prístup k súkromnej 

aplikácii zo spravovaného 
alebo nespravovaného 

zariadenia

1

Používateľ zvyčajne 
nepoužíva VPN sieť

2

Používateľ získa prístup 
iba k potrebným 

aplikáciám

3

Hybrid
worker

Private application
Private DC / IaaS

EPP/EDR
(Secure endpoint) 

SAML/MFA
Risked-Based Auth
Device Health App

On-Prem

Cloud

NGFW/NGIPSMicrosegmentation
(Secure workload) DNS Security Application Proxy

Secure Web Gateway CASB/DLP/Cloud
Malware protection/

Tenant controls

Application ProxyEPP/EDR
(Secure endpoint) 

Device Health App Public application
(SaaS)

Identity/Posture

NGFW/NGIPS
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Neustále overovanie dôvery
Hybridný používateľ a správanie sa zariadení ovplyvňuje 
úroveň dôveryhodnosti

Používateľ/zariadenie je 
už overené

1

Používateľ zakáže firewall. 
Dôvera sa stráca. 

Používateľ sa pokúša získať 
prístup k aplikácii

2

Používateľ je vyzvaný, aby 
znova povolil bránu firewall, 

aby znovu získal prístup

3

EPP/EDR
(Secure endpoint) 

Continuous
Trust Access

Device Health 
App

On-Prem

Cloud

NGFW 
Malware
/NGIPS

CASB/DLP/Cloud
Malware protection/

Tenant controls

EPP/EDR
(Secure endpoint) 

Continuous Trust Access
Device Health App

Network Analytics
Anomaly Detection

Vulnerability Scanning

Vulnerability
Scanning

Cloud Analytics
Anomaly Detection

Private application
Private DC/ IaaS

Public application
(SaaS)
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Reakcia na zmenu v dôvere
SecOps odhaľuje zariadenie hybridného 
používateľa infikované malvérom

Malware 
infikuje 

používateľské 
zariadenie

1

Keď sa používateľ pokúsi 
získať prístup, kontrola 
stavu zariadenia zlyhá, 
prístup je odmietnutý

2

Analytik okamžite 
preskúma hrozbu a 
podnikne nápravné 

opatrenia

3

On-Prem

Cloud

Private application
Private DC / IaaS

Public application
(SaaS)

SecureX/SOAR
(XDR)

Malware Analytics
(Talos)

Malware Analytics
(Talos)

SecureX/SOAR
(XDR)

Other on-premises
management consoles

Other cloud
management consoles



Zero Trust
Business Flows
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Internet

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/IaaS)  

Remote 
Employee

On-prem Guest with Untrusted Device: Accessing Internet  

On-prem 
Guest

Zero Trust Business Flows

Private Application
(Private DC/IaaS)

On-prem
Employee

\

On-prem Employee with Trust Device: Accessing Private Application (DC/IaaS)  

On-prem 
Contractor 

Private Application
(Private DC/IaaS)

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/IaaS)  

Trusted 
Device

Untrusted 
Device 

Untrusted 
Device 

Trusted 
Device 
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Internet

Private App (web/ssh/rdp)
(Private DC/IaaS)

Zero Trust Business Flows with Threats

Private Application
(Private DC/IaaS)

\

Private Application
(Private DC/IaaS)

Rogue 
Actor

Malicious 
Device

BYOD Data 
Exfiltration

MalwareMalicious 
Insider

Advanced 
Threats

Exploitation

Rogue 
Actor

Malicious 
Device

BYOD Data 
Exfiltration

MalwareMalicious 
Insider

Advanced 
Threats

Exploitation

Rogue 
Actor

Malicious 
Device

BYOD Data 
Exfiltration

MalwareMalicious 
Insider

Advanced 
Threats

Exploitation

Malicious 
Device

BYOD Data 
Exfiltration

MalwareMalicious 
Insider

Advanced 
Threats

Exploitation

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/IaaS)  

On-prem Guest with Untrusted Device: Accessing Internet  

On-prem Employee with Trust Device: Accessing Private Application (DC/IaaS)  

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/IaaS)  

Remote 
Employee

On-prem 
Guest

On-prem
Employee

On-prem 
Contractor 

Trusted 
Device

Untrusted 
Device 

Untrusted 
Device 

Trusted 
Device 
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Internet

Private App (web/ssh/rdp)
(Private DC/IaaS)

Endpoint 
Security

Identity 
Authorization

Multi-Factor 
Authentication

App Workload 
Security

DDoS 
Protection

Firewall Intrusion 
Prevention

Web App 
Firewall

Device 
Posture

Assessment

SAML & 
SSO

Clientless 
Remote 
Access

Application  
Visibility & 

Control (AVC)

Zero Trust Business Flows with Cisco Zero Trust Principles

Private Application
(Private DC/IaaS)

\
Endpoint 
Security

Identity 
Authorization

Identity 
Access Policy

Application 
Visibility & 

Control (AVC)

Network Anti-
Malware

Web App 
Firewall

DDoS 
Protection

Multi-Factor 
Authentication

App Workload 
Security

Firewall Intrusion 
Prevention

Private Application
(Private DC/IaaS)

Identity 
Authorization

Identity 
Access Policy

Application 
Visibility & 

Control (AVC)

Network Anti-
Malware

DDoS 
Protection

Multi-Factor 
Authentication

App Workload 
Security

Firewall Intrusion 
Prevention

Web App 
Firewall

User and Device Security

User and 
Device 

Security

User and 
Device 

Security

Application 
and Data 
Security

Application  
and Data 
Security

Identity 
Authorization

Identity 
Access Policy

Network Anti-
Malware

DDoS 
Protection

Multi-Factor 
Authentication

App Workload 
Security

Firewall Intrusion 
Prevention

Web App 
Firewall

User and 
Device 

Security

Application 
and Data 
Security

Network and Cloud Security

Anomaly
Detection

Common 
Flow 

Capabilities
Threat 

Intelligence
Flow

Analytics
SOAR

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/IaaS)  

On-prem Guest with Untrusted Device: Accessing Internet  

On-prem Employee with Trust Device: Accessing Private Application (DC/IaaS)  

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/IaaS)  

Application 
and Data 
Security

Remote 
Employee

On-prem 
Guest

On-prem
Employee

On-prem 
Contractor 

Trusted 
Device

Untrusted 
Device 

Untrusted 
Device 

Trusted 
Device 

Tagging

Tagging

Tagging

User And Device 
Security

User and 
Device 

Security

User and 
Device 

Security

Network and Cloud Security

Network and Cloud Security

Network and Cloud Security
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Internet

Private App (web/ssh/rdp)
(Private DC/IaaS)

Endpoint 
Security

Identity 
Authorization

Multi-Factor 
Authentication

App Workload 
Security

DDoS 
Protection

Firewall Intrusion 
Prevention

Web App 
Firewall

Device 
Posture

Assessment

SAML & 
SSO

Clientless 
Remote 
Access

Application  
Visibility & 

Control (AVC)

Zero Trust Business Flows with Security Capabilities

Private Application
(Private DC/IaaS)

\
Endpoint 
Security

Identity 
Authorization

Identity 
Access Policy

Application 
Visibility & 

Control (AVC)

Network Anti-
Malware

Web App 
Firewall

DDoS 
Protection

Multi-Factor 
Authentication

App Workload 
Security

Firewall Intrusion 
Prevention

Tagging

Private Application
(Private DC/IaaS)

Identity 
Authorization

Identity 
Access Policy

Application 
Visibility & 

Control (AVC)

Network Anti-
Malware

DDoS 
Protection

Multi-Factor 
Authentication

App Workload 
Security

Firewall Intrusion 
Prevention

Tagging Web App 
Firewall

Anomaly
Detection

Common 
Flow 

Capabilities
Threat 

Intelligence
Flow

Analytics
SOAR

Identity 
Authorization

Identity 
Access Policy

Network Anti-
Malware

DDoS 
Protection

Multi-Factor 
Authentication

App Workload 
Security

Firewall Intrusion 
Prevention

Tagging Web App 
Firewall

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/IaaS)  

On-prem Guest with Untrusted Device: Accessing Internet  

On-prem Employee with Trust Device: Accessing Private Application (DC/IaaS)  

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/IaaS)  

Remote 
Employee

On-prem 
Guest

On-prem
Employee

On-prem 
Contractor 

Trusted 
Device

Untrusted 
Device 

Untrusted 
Device 

Trusted 
Device 
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SAFE CVD:  Cisco Zero Trust Architecture Guide

• More ZT capabilities guidelines 

By Albra Welch and SAFE CVD Team



Zabezpečte prístup pre používateľov a ich zariadenia spôsobom, ktorý frustruje útočníkov, nie používateľov.

Nedôverujte, vždy overujte a vynucujte najmenšie privilégium.

Overenie 
používateľa:
Authentication, 
(MFA, SSO…), 
Risk-based 
authentication

Overenie
zariadenia:
Security, Control 
(Device health, 
vulnerability mitigation)

Sieť: 
access control (NAC), 
isolation, 
segmentation

Workloads:
Micro-segmentation, 
behavioral analytics

Zabezpečenie 
dát :
DLP, encryption

Automatizácia a
Orchestrácia:
Playbooks, Central 
policy engine

MFA, 
Identity Services

Viditeľnosť 
a analytika : 
XDR, Analytics

Endpoint 
Protection + 
MFA + Identity + 
Analytics

Firewalls, ISE, 
Umbrella, 
Meraki, etc.

Secure Firewall, 
Secure 
Workload

Secure Cloud 
Insights, 
CloudLock, 
Umbrella

SecureX, Talos SecureX, Talos

Jednotná 
viditeľnosť

Zisťovanie 
pravidiel

Interoper-
abilita

Jednoduchá 
integrácia

Centralizované 
presadzovanie 
politík

Self-Service 
/ User Empowerment

Z
E

R
O

 
T

R
U

S
T

Platforma

Technológie

Stratégia

Schopnosti

Funkcie

Princípy

Neustále overovať dôveru. Vynútiť prístup založený 
na dôvere. Reagovať na zmenu dôvery.Vytvoriť dôveru. 

Zero Trust Zhrnutie
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Cisco líder v oblasti 
Zero Trust

The Forrester Wave : Zero Trust extended Ecosystem
Platform Providers, Q3 2020 

The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of 
Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is
plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not
endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available
resources. Opinions reflect judgment at the time and are subject to change.

“Cisco posúva hranice Zero Trust 
tým správnym smerom” 




