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g&g Je to segmentacia
Je to ZTNA

Je to bezpecnost koncového bodu
Zero Trust
znamena rozne veci Je to firewall

pre roznych ludi @
Je to identita
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Co Zero Trust zhnamena

Ako povolime bezpecny
pristup k SaaS
a vlastnym aplikaciam?

Vieme sa branit
potencialnym hrozbam?

228

Business
leaders

MobZeme overit identitu pouZivatela,

MobZeme zaviest zasady Zero Trust
ked’ su nase timy vzdialené?

bez narusenia biznisu?

MoZem sa pripojit k pracovnym

Bola by moja praca jednoduchsia, keby
aplikaciam odkialkolvek

vsetky tieto bezpecnostné produkty
a z akéhokolvek zariadenia? “‘ spolupracovali?
_ _ , IT/ Network/ , _ ,
Sp,omalll by ma vzdialeny Security teams Aky typ zariadeni
pristup?

sa pripaja k sieti?
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Zero Trust
sa formuje

Vznik predpisov
a horiem
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Foundation of Zero Trust

Visibility and Analytics
Automation and Orchestration
Governance

US Cybersecurity and Infrastructure Security Agency (CISA) Zero Trust Pillars
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Principy
Stratégia
Zero Trust
I i % Platforma
definujeme
hO I |St|Cky Schopnosti

@  Technoldgie

Funkcie
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Nedoverujte

Zero Trust Vidy overujte

Zakladné principy

Vynucujte
najmensie privilégium
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Zero Trust
“Sweet Spot”

Vysoka } Silna bezpeénost a

Zero Trust

prOduktivita vysoka produktivita
(] A4 ° ° ° y 4 ° 5 )
Si VyzadUJe eliminaciu . jo vetan katdého )
kompromisov A
é Vysoké Silné
g riziko zabezpedenie

bezpecénost
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Cisco Zero Trust

v Z)

, Vynutit ,
Vytvorlt pristup zalozeny Neustale Reagovat na
dbveru na dovere overovat doveru zmenu dovery
+ User / device / identity « Micro-segmentation + Re-assessment of trust + Prioritized incident
+ Posture + context - Unified access control « Indicators of compromise response
. Risk-based authentication - Least privilege + explicit « Shared signals + Orchestrated remediation

trust + Behavior monitoring — threat and * Integrated + open
non-threat activity workflows

+ Vulnerability management

e
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Zero Trust
Trust Flows




Vytvorenie dovery

Hybridny pouzivatel, ktory sa pokusa ziskat pristup
k aplikacii z akéhokolvek zariadenia

B - @ - ®

Pouzivatel spusti PouZivatel je overeny, Pousivatel ziska
overenie skontroluje sa poloha legitimny pristup
zariadenia a overi sa
doveryhodnost zariadenia

On-Prem / VPN

Verify your identity
Chechy O Push

(Meraki SM) Device :gzlth App EPP/EDR Identity/Posture  TrustSec/SGT
worker (Secure endpoint) (ISE)
(DUO)

Cloud

MD'.VI Device Health App EPP/EDR
(Meraki SM) RBA (Secure endpoint)
(DUO)

"oseh’ SECURE

s
Private application
Private DC/laaS

Secure Web Gateway
SAML Auth
(Umbrella)

CASB/DLP/Cloud
Malware protection/
Tenant controls
(Umbrella)

Public Iication
(Saas)



Vynutenie pristupu zalozeného na dovere
Hybridny pouzivatel sa pokusa o pristup
k sukromnej aplikacii v private cloud-e

Tenant controls

1 > 2 > 3
PouZivatel potrebuje Pouzivatel zvycajne Pouzivatel ziska pristup
pristup k sukromnej nepouziva VPN siet iba k potrebnym
aplikacii zo spravovaného aplikaciam
alebo nespravovaného
zariadenia
> On-Prem
== ~
10
4 %) C
8 2)

2 Mi i . . =
Hybrid (S'Zrczsrzgvry;';tlzgg)” EPP/EDR  NGFW/NGIPS Identity/Posture DNsSecurity =~ SAML/MFA  Application Proxy Private application
worker (Secure endpoint) Risked-Based Auth Private DC / laa$

5 bl
Cloud I !
1 1
1 1
T T
1 1
I Devi 1
I evice Health App EPP/EDR NGFW/NGIPS Application Proxy Secure Web Gateway CASB/DLP/Cloud 1

1 (Secure endpoint) Malware protection/ | (Saas)
1 1
| 1
1
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Neustale overovanie dovery

Hybridny pouzivatel a spravanie sa zariadeni ovplyviuje
uroven doveryhodnosti

[ [
» »

PouZivatel/zariadenie je Pouzivatel zakaze firewall. Pouzivatel je vyzvany, aby
uz overene Dovera sa straca. znova povolil branu firewall,
PouZivatel sa pokusa ziskat aby znovu ziskal pristup

pristup k aplikacii

e . I 3 &

-
Private application
Private DC/ laaS

Continuous EPP/EDR NGFW Network Analytics Vulnerability
Trust Access (Secure endpoint) Malware Anomaly Detection Scanning
Device Health /NGIPS
A
Cloud °p
Continuous Trust Access
Device Health App EPP/EDR CASB/DLP/Cloud Vulnerability Scanning Cloud Analytics
(Secure endpoint) Malware protection/ Anomaly Detection

Tenant controls

"oseh’ SECURE

Public application
(Saas)



Reakcia na zmenu v dovere

SecOps odhaluje zariadenie hybridného
pouzivatela infikované malvérom

- ©

Malware
infikuje
pouzivatelské
zariadenie

- @

Ked'sa pouzivatel pokusi
ziskat pristup, kontrola
stavu zariadenia zlyh3,
pristup je odmietnuty

Analytik okamzite

preskima hrozbu a

podnikne napravné
opatrenia

@ On-Prem

Cloud

"oseh’ SECURE

SecureX/SOAR Malware Analytics
(XDR) (Talos)

SecureX/SOAR Malware Analytics
(XDR) (Talos)
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Other on-premises

management consoles o

Private application
Private DC / laaS

Other cloud

management consoles

Public application
(Saas)
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Zero Trust
Business Flows




Zero Trust Business Flows

On-prem Employee with Trust Device: Accessing Private Application (DC/laa$)

On-prem  Trusted Private Application
Employee ~ Device (Private DC/laaS)

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/laa$)

On-prem  Untrusted Private Application
Contractor ~ Device (Private DC/laaS)

On-prem Guest with Untrusted Device: Accessing Internet

‘ @ Internet

On-prem  Untrusted
Guest Device

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/laaS)

Trusted
Device

Remote
Employee
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Zero Trust Business Flows with Threats

On-prem Employee with Trust Device: Accessing Private Application (DC/laaS)

On-prem Trus.ted
Employee Device

Rogue Malicious BYOD Data
Actor Device Exfiltration

Exploitation Malicious Advanced alware

Private Application
Insider Threats

(Private DC/laaS)

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/laaS)

On-prem  Untrusted Rogue Malicious BYOD Data

Exploitation
Contractor ~ Device Actor Device Exfiltration

Malicious Advanced alware

Private Application
Insider Threats

(Private DC/laaS)

On-prem Guest with Untrusted Device: Accessing Internet

On-prem  Untrusted

Malicious
Guest Device

Device Exfiltration

Internet
Exploitation Malicious Advanced
Insider Threats

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/laaS)

Trusted

Remote ) Rogue Malicious Data Exploitation Malicious Advanced
Employee Device Actor Device Exfiltration Insider Threats

Private App (web/ssh/rdp)
(Private DC/laaS)

asco SECURE
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Zero Trust Business Flows with Cisco Zero Trust Principles

On-prem Employee with Trust Device: Accessing Private Application (DC/laaS)

Network and Cloud Security

On-prem  Trusted Endpoint Identity Identity Tagging ~ Web App DDoS Firewall Intrusion  Network Anti-  Application  Multi-Factor App Workload
Employee Device Security Authorization Access Policy Firewall Protection Prevention Malware Visibility &  Authentication Security
ploy Control (AVC)

Private Application
(Private DC/laaS)

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/laaS)

Network and Cloud Security

On-prem  Untrusted Identity Identity Tagging Web App DDoS Firewall Intrusion  Network Anti-  Application Multi-Factor  App Workload Private Application
P Devi Authorization  Access Policy Firewall Protection Prevention Malware Visibility & ~ Authentication  Security B
Contractor evice Control (AVC) (Private DC/IaaS)

On-prem Guest with Untrusted Device: Accessing Internet

Network and Cloud Security
Internet

On-prem  Untrusted Identity Identity Tagging Web App DDoS Firewall Intrusion  Network Anti- Multi-Factor  App Workload
Guest Device Authorization  Access Policy Firewall Protection Prevention Malware Authentication  Security

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/laaS)

Network and Cloud Security

Trusted Endpoint Identity Multi-Factor Device SAML & Web App DDoS Clientless Firewall Intrusion Application ~ App Workload Private A b/ssh/rd
Remote . . ot g Posture SSO . . Remote , PR Securit rivate App (web/ssh/rdp)
Employee Device Security Authorization Authentication Assessment Firewall Protection Acoess Prevention Ct\)/::gllll(tx \i&C) y (Private DC/laaS)

(T T T T T T T s s T T e s s s s - N
1 oo :
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Zero Trust Business Flows with Security Capabilities

On-prem Employee with Trust Device: Accessing Private Application (DC/laaS)

On-prem Trusted Endpoint Identity Identity Tagging Web App DDoS Firewall Intrusion Network Anti-  Application Multi-Factor  App Workload Private Application
Device Security  Authorization  Access Policy Firewall Protection Prevention Malware Visibility &  Authentication  Security ]
Employee Control (AVC) (Private DC/laaS)

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/laaS)

00500008

[ &

Untrusted Identlty Identity Tagging Web App Firewall Intrusion Network Anti-  Application ~ Multi-Factor App Workload ; ot
On-prem ; Authorization Access Policy Firewall Protectlon Prevention Malware Visibility &  Authentication Security Prl\{ate Application
Contractor Device Control (AVC) (Private DC/laaS)

On-prem Guest with Untrusted Device: Accessing Internet

Internet

On-prem Untrusted Identity Identity Tagging Web App DDoS Firewall Intrusion Network Anti- Multi-Factor  App Workload
Guest Device Authorization Access Policy Firewall Protection Prevention Malware Authentication Security

Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/laaS)

Trusted Endpoint Identity Multi-Factor Device SAML & Web App DDoS Clientless Intrusion Application ~ App Workload Pri A h
Remote i Securi Authorizatio icati Posture SSO i i Remote i isibili Securit rivate App (web/ssh/rdp)
Employee Device urity uthorization - Authentication Assessment Firewall Protection Avcons Prevention Visibility & urity (Private DC/laaS)

Control (AVC)
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SAFE CVD: Cisco Zero Trust Architecture Guide

More ZT capabilities guidelines

lllllllll o

Cisco O

- Cisco Zero Trust Architecture

Guide Deck

Solution Architecture Team — SAFE CVDs
July 5, 2022

By Albra Welch and SAFE CVD Team

N
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Zero Trust Business Flows with Security Capabilities

On-prem Empleyee with Trust Device: Arcessing Private Application [DC/leas)

“:'.n. O@@

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/laasS)

On-prem Guest with Untrusted Device: Aceessing Internet

Zero Trust Business Flows with Cisco Zero Trust Principles

On-prem Employee with Trust Device: Accessing Private Application {DC/leaS)

Network and Cloud Security

On-prem Guest with Untrusted Device: Accessing Internet

Netwaork and Cloud Security.

sted Device: Clientless R

Access to Private i {weby/ssh/rdp) (OC/lae5)

Matwork and Cloud Security

Common

| Flow
cisco Capabilities

Tieat  SOAR
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Zero Trust Zhrnuti

TRUST

ZERDO

Hmm
cisco

Principy

Stratégia

Platforma

Schopnosti

Technoldgie

Nedoverujte, vidy overujte a vynucujte najmensie privilégium.

Zabezpecte pristup pre pouzivatelov a ich zariadenia sp6sobom, ktory frustruje Utocnikov, nie pouzivatelov.

Vytvorit déveru.

Vynutit pristup zaloZeny

Neustale overovat doveru.

Reagovat na zmenu dévery.

na dovere.
Overenie Overenie Siet: Workloads: Zabezpecenie Automatizacia a Viditelnost
pouzivatela: zariadenia: access control (NAC), Micro-segmentation, dat : Orchestracia: a analytika :

Authentication,
(MFA, SSO...),
Risk-based
authentication

Security, Control
(Device health,
vulnerability mitigation)

isolation,
segmentation

behavioral analytics

DLP, encryption

Playbooks, Central
policy engine

XDR, Analytics

A A A A A w w
Endpoint Secure Firewall, | Secure Cloud
MFA, Protection + Firewalls, ISE, . Insights, SecureX, Talos SecureX, Talos
Identity Services MFA + Identity + Umbrella, Workload CloudLock,
Analytics Meraki, etc. Umbrella
Jednotna Zistovanie Interoper- Jednoducha Centralizované Self-Service
viditelnost pravidiel abilita integracia presadzovanie / User Empowerment

politik
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THE FORRESTER WAVE™
Zero Trust eXtended Ecosystem Platform Providers

0

Cisco lider v oblasti

Strong
Z r Tr u St Challengers Contenders Performers Leaders
Palo Alto Networks
Microsoft Mobilelron
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Cisco posuva hranice Zero Trust O 0
Forcepoint 1 Unisys(~)  GAkamai Technologies
4 Z V4 ¢ .
tym spravnym smerom oo ) SEanO) [y
u
Proofpoint ( -
The Forrester Wave : Zero Trust extended Ecosystem
Platform Providers, Q3 2020
The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of
Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is
plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not offerin
endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available
resources. Opinions reflect judgment at the time and are subject to change.
Weaker strategy P Stronger strategy
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