


SECURITY JE TIMOVA PRACA

Kde, ako a Sme
¢im sme zranitelni?

ovplyvneni?

Dev




POTREBUJEME INY PRISTUP Alanaka

Technology Meets Business

V 4

Komplexnost aplikacii Neosetrené zranitelnosti

“68% tvrdi, Ze komplexnost software robi spravu “VlyrieSenie zranitelnosti priemerne trva "2
zranitelnosti zlozZitou”?!

“58% z “kritickych” zranitelnosti su false positive” “lypli sme blokovanie na WAF pre

Manualne riesSenia | Komplikovana investigacia
“33% timov pouziva automatizaciu pri vzajomne; | “55% tvrdi, Ze security data pre vyhodnocovanie
kolaboracii” * su naprie¢ systémami bez previazanosti kontextu”?

o

Casu straveného pri rieSeni zranitelnosti =
sa dad automatizovat” !

o

alertov nie je nikdy presetrenych” 1

1: Dynatrace 2023 CISO Research Report
2: Snyk 2022 State of Open source




PRISTUP OBSERVABILITY + SECURITY

Zameranie na podstatné zranitelnosti

Runtime Vulnerability Analytics

Automatizdcia

Security Automation

Ochrana

PIlnohodnotny

| ‘kontext a.data

Investigacia

Alanata

Technology Meets Business

Runtime Application Protection

Security Analytics




PRIKLAD LOG4SHELL ZRANITEENOSTI Alanata

Technology Meets Business

AATONAL WLNERABLITY . y y _/
NVD ‘ LWM

Zranitelnost publikovana Zranitelnost Zranitelnost AppSec vulnerability Zranitel'nosti zistena a okamazite
na GitHub v zozname NVD v zozname Snyk catalog aktualizovany vyhodnotené s Davis Security
: i : : Score
Dec 10, Dec 10, Dec 10, Dec 10, 10:50am Dec 10, 11:05am

snyk Vulnerability D8

!‘CVE'2021'44228 DEta" v e v Public internet exposure e

Ex
MODIFIED Arbitrary Code Execution 4 £
A he loggeg are Z Sensitive data assets
L within range




PRIKLAD LOG4SHELL ZRANITEENOSTI Alanata

Technology Meets Business

Log4Shell detegovany v prostredi Ochrana G Zapnutie blokovania JNDI utokov pre
Prioritizacia s Davis Security Score :

ovplyvnené komponenty

Pinohodnotny
| “kontext aidata

Investigacia

Analyzovanie logov na potvrdenie, Ci

Automatizdcia procesu pri zisteni
zranitelnost bola zneuZitd, investigdcia
vektora utoku

utokov a riesenia zranitelnosti




ITELNOSTI
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4 hodiny




RUNTIME
VULNERABILITY
ANALYTICS




RIESENIE ZRANITELNOSTI MUSI SKALOVAT Nlanaka
S KOMPLEXNOSTOU APLIKACII A PROSTREDI

Technology Meets Business

Code skenery

Su dobré v pociatocnych fazach Zivotného cyklu

Privela alertov ako aj false positive

Bez kontextu sa neda prioritizovat

N
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\

» Zranitelnosti sa mozZu stale dostat do produkcie




ANALYZA ZRANITELNOSTI POTREBUIJE DATA

Sme vystaveni
zranitelnosti?

Vo vnutri beziacej aplikacie
* PouZiva sa kdd so zranitelnostami?
» Aké aplikacie su ovplyvnené?

Kontext prostredia

* Je aplikacia dostupna z internetu?

* Aplikacia komunikuje s inymi rizikovymi
aplikaciami?

Hrozby
* Existuje verejne dostupny exploit?

Potencialny dopad

* Aké entity v prostredi su ovplyvnené?

* SU ovplyvnené aj citlivé data? Z akych
zdrojov?

A\ ERE]=

Technology Meets Business

Ano!

Aké je pre mna
riziko a aké
zranitelnosti mam
odstranit najskor?




PRIORITIZACIA PODLA DOLEZITOSTI A DOPADU Alanata

Technology Meets Business

Third-party vulnerabilities

@ Sandbox Bypass

Third-party vulnerability (SNYK-JS-VM2-5537100) first detected on May 16 at 04:47.

)

Automaticky zanalyzuje
runtime kontext vyuzitim @ N
SmartScape topoldgie a da No detected A Proces gows

1affected
Not detected %
ot detecte Vulnerable component

vm2

Prioritizuje pomocou Davis
Al a security intelligence

veys - , Vulnerability details (insignis by f snyk) Process group overview @
s vyuzitim observability dat o °

Process groups

8.6 High risk vulnerability Process groups in tota 1
Davis Security Score

Affected process groups 1(100%)

0 (0%)

Jed nod uch (o) méie me 9.8 Critical risk vulnerability e s st

CVSS as a base

odstranit zranitelnost a
W gve . @ Analyzed with Davis
u ro b It d a |S I e O pat re n Ia Public internet exposure Provesses

Processes tota 20

M Affected [l Resolved [l Muted

Exposure Impact on score Risk level Affe assas 39

Not determined No changes @ Critical risk

Reachable data assets Most affected process groups

Affected Impact on score Risk level Process group

) Lol i

Prehladne moéZeme vidiet a vyriesit zranitelnosti v lubovolnom prostredi
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PROTECTION




DETEKCIA UTOKOV Alanaba

Privela alertov a ,false positives”

Su vhodné pre utoky na perimetri ! !

Pravidla je potrebné casto aktualizovat w , |

Nepoznaju kontext aplikacie . 4

Spolahliva detekcia Utokov a podozrivych aktivit potrebuje , full-stack” viditelnost

) )




RUNTIME APPLICATION PROTECTION Alanata

Technology Meets Business

Attacks

Q SQL injection attack details

A-29Z3ND: SpringBoot org.dynatrace.profileservice.ProfileServiceApplication unguard-profile-service-*

Process group instance
SpringBoot

Detekcia a blokovanie
injection Utokov s e A

@ 5¢89554cc4-2mm56)
Not detected A Vulnerability

Reachable data assets o Exploited SQL injection at DatabaseManager.updateBio():98

Within range Timestamp

May 2122:37

Vysoko presné, e
bez alert storm,

minimum false positives

Attack path
Timestamp: May 21 22:37

Bez dopadu na
pouzivatel'sku skisenost

4
alebo prevadzku a 3 ® .
SQL injection
19.21.221.83 /user/2/bio DatabaseManager.up ./database/bio

dateBio():98

Source IP Entry point Vulnerability Database

Minimalizacia rizika z prehliadnutych a zero-day zranitelnosti




OCHRANA PRIAMO V APLIKACII Alanaka

Technology Meets Business

Code-level vulnerabilities

sQL

Step 2: Define attack control for chosen criteria

. . OFff | M Block
Detekcia Detekcia a
g Off; incoming attacks NOT detected or blocked
Code Level blokovanie i

Monitor; incoming attacks detected only.

zranitelnosti utokov
will by ed.
Block; incoming attacks detected and blocked.

Not detected

hable data asset

Attacks Technology

java

Attack path

Timestamp: Sep 11 23:56

Name
SQLinjection at AccountDaolmplfindUsersByUsernameAndPassword():40

Saurce IP Entry point in Database
« ion

org.vulnsamples.dao.AccountDaoImpl. findUsersByUsernameAndPassword(String, String):46

| ]

Vulne ction

org.apache.commons.dbcp.DelegatingStatement.executeQuery(String)

ment

select * from account where username='' or 1=1 -- @' AND password=''

Entry point



SECURITY
ANALYTICS




OBSERVABILITY DATA Nlanakta

= RYCHLA A PRESNA INVESTIGACIA

i Notebooks - New notebook ¥, @

Becont [@ Copyoflogsforanip ~ 1lminutesago (@ Share € Rerun sectlons

Odfiltrovanie ,,Sumu” | copyf ogs toran e
Ve, s ope Securlty events playground 2% o
Vyu Z Itl m O bse rva b I | Ity’ Copy of Securl...nts playground fetch logs
topoldgie a kontextu p—— ——

Getting Started

1000 records  Executed at: 21

A\ The results have been limited to 1000.

View all notebooks
content timestamp de.entity.cloud_application dt.entity.cloud_application_instance

[2023-04-19T08:05.08.321Z] "POST /ul/post HTTP/1.1" 302 - 281 72 194 193 19/04/2023,10:05:08 =~ CLOUD_APPLICATION-25DC379C5FDD3B75 ~ CLOUD_APPLICATION_INSTANCE-4D7FF4BFC
"172.31,7.152" "simulated-browser-user” "e98f91e1-ab06-46e9-bzfe-
eba7e78b4d23" "unguard-envoy-proxy:8080" "10.100.14.125:80

Rychla investigacia hrozieb a

[2023-04-19T08:05:08.539Z] "GET /ul/post/41642 HTTP/1.1" 200 - @ 150835 19/04/2023, 10:05:08 CLOUD_APPLICATION-25DC379C5FDD3B75 CLOUD_APPLICATION_INSTANCE-4D7FF4BFC
H H H H 6057 "172.31.7.152" "simulated-browser-user” "76548610-b2¢3-46db-
incidentov, jednoducho aj zo A e e T

Sta r§ I’Ch da’t [2023-04-19T08:05:08.6312] "GET 19/04/2023, 10:05:08 CLOUD_APPLICATION-25DC379CSFDD3B75 CLOUD_APPLICATION_INSTANCE-4D7FF4BFC
/ruxitagentjs_ICAZNVfgru_10265230411175837.s HTTP/1.1" 404 NRO 0 O -
"172.31,7.152" "simulated-browser-user” *36aaa9b9-6a99-4dB0-8a99-
lacbfadd685d" "unguard-envoy-proxy:8080° "-"

[2023-04-19T08:05:08.6327] "GET /ul/js/|query/jquery.slim.min.js HTTP/1.1" 19/04/2023, 10:05:08 CLOUD_APPLICATION-25DC379C5FDD3B75 CLOUD_APPLICATION _INSTANCE-4D7FF4BFC
304 -0 02828 "172.31.7.152" "simulated-browser-user” "h8b46a89-232f-
4602-9105-3fa2467a1852" "unguard-envoy-proxy:8080° “10.100.14.125.80"

[2023-04-19T08:05:08.6132] "GET /ul/style.css HTTP/1.1" 304 - 0 0 47 47 19/04/2023, 10:05:08 = CLOUD_APPLICATION-25DC379CSFDD3B75  CLOUD_APPLICATION_INSTANCE-4D7FF4BFC
“172.31.7.152" "simulated-browser-user” "620333e6-20bd-4c0b-alfo-

Timova kolaboracia a
p rOd u ktiVita Logs for an attacker IP

fetch logs
contains(content,
content, ‘1d dg
isNotNull(ip)
timestamp, request, response_code, ip, dt.entity.process_group_instance

Timeframe: 17/64/2023 90 - 1 023, 23:59:59 (D)

/\ The results have been limited to 1000.




PRIKLAD - FORENZNA ANALYZA UTOKU
COMMAND INJECTION

Detekcia utoku typu command injection

Zacneme s logmi z ¢asu utoku

Analyza logov zo suvisiacich entit

Preverenie trace dat s podozrivymi logmi

Analyza volani z podozrivych IP adries

Third-party vulnerabilities ) 5-585

A\ ERE]=

Technology Meets Business

@ Arbitrary Command Injection

Third-party vul

Settings v

@ Vulnerability details

Public internet exposure
Reachable data assets °

1(100%)




SECURITY
AUTOMATION




PLYNULO S DYNATRACE AUTOMATION ENGINE

Prehladne a jednoducho
mozeme vytvorit
workflow automatizacie

Akonahle Davis Al zisti
zranitelnosti je mozné
automaticky spustit
workflow

Mozné dalsie
vyhodnocovanie, dotazy
na iné systémy a data,
notifikacie, ...

Workflows Executions

Handle Vulnerability detected

4 Event trigger o©

event kind == "SECURITY_PROBLEM_EVENT"
and event status == "Open” and...

get_enriched_security_pr...

Load Problem details and affected

entities data

get_problem_details

Load Problem details and affected
entities data

ce

raise_red_button

Sending email via Dynatrace

get_existing_tickets

Search issue using JQL

A\ ERE]=

Technology Meets Business

£ Settings v

> Run  Executions v} Event trigger « Change trigger

Running Workflows on custom event filters.

Filter query

1 event.kind == "SECURITY_PROBLEM_EVENT
2 and event.status
3 and event.category == "Vulnerability"

Define filter in DQL filter syntax (e.g. ‘foo.bar’ == "foobar”). Currently, the equals operator and logical grouping are
supported only! Usage of other operators or functions will fail the trigger update or won't trigger the Workflow.

create_tickets

Automation action to be used to create
issues on Jira

=

Jira: Comment on ticket

)

notify_responsible_teams

for each affected entity




PRIKLAD — AUTOMATIZOVANY PROCES NA ZISTENIE Nlanaka

A RIESENIE ZRANITELNOSTI

@ | Workflow spusteny ked' Davis
zisti zranitelnost - “Security

14 "

Problem Event” - “vulnerability”

Handle Vulnerability detected

A Event trigger

(2) Zisti detaily problému,
informacie o zranitelnosti a
ovplyvnenych entitach

€© | Okamzite notifikuje CISO ak ide
o kritickd zranitelnost

@ | Vyhlada existujuce JIRA tickety
suvisiace s problémom

@ | Vytvori (alebo aktualizuje) JIRA
ticket s detailmi problému

(6] Notifikuje zodpovedné timy




AKO TO FUNGUIJE
SPOLU?




OBSERVABILITY + SECURITY Alanaka

~ Priority podla dopadu.




SECURITY A OBSERVABILITY V DEVSECOPS Alanata

Technology Meets Business

Zistenie

zranitelnosti
Quality Gate v runti ‘
nolth dl Davis Al
vyrlese prioritizuje
Dev s\
Zramtel’nost N3 2
vyrlesen o
opatrenia
Zranitelnosti
prlradene Detekcia a
vyvojarom blokovanie
cez ITSM utokov
nastroj



POSTACI IBA ZAPNUT Alanaka

Technology Meets Business

Application security moduly st priamo sucastou Dynatrace platformy

9 9

Infrastruct Applicati Security Security Digita Busine: B atic
1 Observabili Observabilit Protection Analytics Experiencc Analytics

 J -

Platform Hub







Alanata a.s.

Einsteinova Business Center
Krasovského 14

851 01 Bratislava 5
Slovenska republika

www.alanata.sk
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Technology Meets Business



