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What’s driven our innovation
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Data collection Making sense Observability and BizDevSecOps &
explodes from data security converges Everything-as-Code
with need for
automation
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Key innovations that will drive us forward

Grail AutomationEngine AppEngine New User Experience
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©ydynalrace

Analytics and Automation for Unified Observability and Security CLOUD DONE RIGHT.
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Infrastructure Application Security Security Digital Business Automations Custom
Observability Observability Protection Analytics Experience Analytics Solutions
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Platform
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Topology Traces Metrics Logs Behavior Code Metadata Network
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Next Gen Storage

Grail™

Purpose-built data lakehouse
Focus on observability, security and automation Cost efficient storage
Optimized for Dynatrace Al to process billions of dependencies Retain data for more than 12 months

No need to manage cold, warm or hot storage tiers

Unified storage for observability data
Single data store for metrics, traces, logs and more Instant answers
Data stored in context within real-time dependency model No index, no schema definition, no rehydration

Data analytics at any time with Dynatrace Query Language
>100x more scalable
100 TB/day data ingest per tenant (Q2 CY23) Query performance up to 100x faster
Aiming for 1000 PB/day depending on future market needs Massive parallel processing on 1000s of nodes

~1TB in ~1s @ 1000 cores
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DQL:ONE Language for all data in dynatrace

dt.entity.host,
®

logs
[

events

eries av
®

l l l !

entityName version deployment recentHighCPU cpu_lastiem
Cl-dtp-dev3 Cas-3 1.257 1/3/2023,1:22:39PM  true 87.3
OBSERVE AUTOMATE PREDICT
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AutomationEngine™

Intelligent Automation
with answers from data.

JRE .y sesn

compliance built-in, as data stays
within Dynatrace platform;

EdgeConnect for secured remote
actions

architected for enterprise
scale with

LIONS

mations/day

Answer driven automation
with Davis Causal Al, precise
analytics, context, custom
logic, feedback-loops

with rapidly growing
number of

ready-made ecosystem
integrations, consolidates
many home-grown tools

Use SNOW for human centric
workflows,

Dynatrace for cloud-native, real-
time, data-centric

Automation for Observability, Security
and Business use-cases. From simple to
complex, all made easy.
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Workflows
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Graphical workflows

Drag and drop tasks and draw
dependencies in no/low code
graphical editor

Schedules

Time-based execution
according to flexible rules

Edge Connect

Connect Dynatrace Saa$
securely to on premise
systems
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Actions library

Integrate any system
using predefined Actions
or write your own

Event triggers

Automatically react to
any Dynatrace Events or
Problems

Al-Trigger

Build and run based on
Davis Analyzers

»

Daily disk schedule

v

send_email

£ Publish

» Run Executions Vv
»/ Trigger: Perihan Rashed
Triggered manually or via an API
send_slack
v
() http_request_1
<>
@
v
New task

Choose action
Q

Automations

fﬁ JS function

Notebooks

NB action

#

NB action

Dashboards

" NB action
Jira
Secuitrity Reports
n Create issue

n Create issue




Use Cases

L
(=] Workfiows Executions £ Settings
i i Run Executions
EBS Disk Resize I ¥ @ scale_up_volume & Change action
Modify sever
® © Fixed time © Input  Condition  Options
L 02:00 | Europe/Vienna ®  Loopiask =
| @ ixerates over items in a list, allowing o be exec
@ rewyonerror ¢

N

get_ebs_free_rss Automatically rerun the task on failure. Default set to no retries

Number of retries Delay between retries (seconds)

® ) ) 2 30

scale_down_volume

-

Workflow Automation

~
complle_report_notebook
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se Cases

Workflows Workflows Executions

Executions [ ]

EBS Disk Resiz

i)

® R

Vulnerability Reporting & Escalation

@

%

get_enriched_security_pr...

@

L)

da
%

|

3

m escalate_critical_issues
o

»
(©]
a1}
o
A

@ Settings +

B Run Executions H " 2
create_tickets & Changeaction  §
2 Event trigger [ o]
Input  Condition  Options
eventkind == "SECURITY_PROBLEM_EVENT"
and event.status == "Open" and.
Connection
Workflow Demo = =
Create a new connection
Project

1
create_tickets

-
>

notify_responsible_teams

{{ _.ticket.jira })

problem_details").problem.displayld }}

Summary

Security Problem ({{ result("get_problem_details").problem.displayId }})

Description

*{{ result("get_problem_details").problem.title }}* {{ result("get_problem_details'
Risk level: *{{ result("get_problem_details”).problem, riskAssessment . riskLevel }}*
Affected entities:
{% for entity in _

- *{{ entity }}*
{% endfor %}

.ticket.affectedEntities %}

{{ result(“get_problem_details").problem.description }}




Use Cases
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Workflows Executions

Q
EBS Disk Resiz

@ RS

@

B ©

Jo

Workflows Executions

Vulnerability

escalate_critical_ig

[

@RBS

F3

@

R e

Jo

€ Back Site Reliability Guardian

cart CEED

Last run on February 8, 2023 at 1:37 PM

Select Timeframe

Y 2023-02-88 13:34 to 2023-02-08 14:37 -

2872623
La1PM

Validation result

See the overal
@© Started Wed 1

& Values from W

Search

Y  Search by name

Error rate

Sort by

Zoom
. . .
2872023 2872023 282023
1SIPM 206PM 218PM

Site Reliability Automation

State

successful first All v D Reset

o2PM

0215 PM 0z30PM

T Delete ¢ Configure

282023
231PM

ass

bjectives passed!

] OpeninNotebooks </> Show query

Pass
Hit target
241
Error rate
@ =4.00
A =5.00




Use Cases
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Workflows Executions

[

Q
EBS Disk Resiz 15

@B RS

v ®
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Workflows Executions

[

Vulnerability :;

escalate_critical_ig

@RBS

4

@

R e

Jo

€ Back

@R

o

7
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Jo

Health views
Team D2 Kubernetes overview ~
Observing 12 entities
1critical ® 1 unavailable 10 healthy
Problems. 2 SLOs Vie Graph Dashboard  List

a a > a

Progressive Delivery Automation




Use Cases

(=] Workfiows Executions [ ]

EBS Disk Resiz
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e ®
o e

» »
@ ®
B o
3 2

Vulnerability

@RBS
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Health views )
i8] 1) workllowjson X
b > OPEN EDITORS remediation {} wor {} task {} messag
Team Dz
Observing 12 ent Sttty
> application-web w3
Lcritical @ 1 > auto "
> dashbx d “con ons™: {
Problems gond1 Clansi L
> management-zone custon
v OWNers “stat
g : 121 derive_ownership_info”
ephhemin.yaml
1) ownersjson "
v remediations // ! strategiesyaml X () work
strategies.yam!
1) workflow,json =
> slo : “workflows.json”
synthetic-monitor

“conditions
“states”™:
“message
b
“description
“predecessors”:

]

“message_on_warning”

name™:

> OUTLINE
> TIMELINE
> SERVERS
> SONARLINT ISSUE LOCATIONS.

e : Automation-As-Code e.g. Kubernetes,

e

a
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AppEngine™

brings custom logic to
your data to extend use-
cases and value




AppEngine™

GDPR, governance, auditing,
data quality, low-effort yet
powerful analytics

high performance, low cost

eliminated data-flow and
privacy challenges

encapsulated data capture,
analytics and automation

SSO, IAM, hiQgh-
availability, security,
secrets, low-code

Secure app
runtime

JavaScript/TypeScript
functions

automations

code shielding technology

BizDevSecOps
automation,
shift-left

fetch or import external
data, execute actions

secure remote invocations
with EdgeConnect

integrations hosted within
Dynatrace
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Apps for everything and anything

Q N [ ] a4l Business Flow

Canfioumaibes 370
Order fulfil,
‘ _" Key performa
iip
£}
Ao 417
® Us-mI- @
Business Flow
Flow Funnel
Nam¢
eu-o
us-a
us-k
AT-€
us-
PL-&
PL-C
PL-F
»

Choose an of (3

o
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DevSecOps Lifecycle Coverage

Overview

Percentage of container images ar,
scanned. See which containers hawi
remediation, and govern with a unil
development to runtime.

Global

Breakdown of workloads scanne
all environments to identify ano

| @
9,765 workloads

Dev
Pre-deployment | Development

8,997 container

a

(
95% not covered
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B Feature Insights

[x] salesforce Insights:

Q

Investigate User A

Settings

B @

Jo

What's next?

Verin

The Github *

This app

Tryit liv

Survey - F

Survey - ¢

Survey - P

What's

400

Jo @

CarbonImpact  Dashboard  Instances

Carbon footprint

3.25.

COeins

3.57:

cted time period >

n previous time period

Data center emissions

Filter

Data center :

us-egast-1-virginia

us-west-1-california

t-1-ireland

apac-sydney-global

latam-brazil-local

Accumulated carbon footprint over time

® 538w

Fork on GitHub [

Instances ideling &

Optimization recommendations

-0.32: N 14 cnities

Change 0

1 2 entities

ntified for scale down

etails

erved idling

etails

Instances scaling ¥ Energy [kwh] 3

8 3 2556.84
2 a 1798.11
1 2 1084.63
0 1 790.53
1 ] 606.95
P Carbon versus Business
Nov Dez ) b Mar P May ) Au

Page

last year

€02 equi




New Dynatrace ™
experience

Strato Design System Dashboards Notebooks
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Notebooks

Petabyte-scale data exploration & analytics for real-
time insights.

* Notebooks are interactive apps

1. Write a DQL (Dynatrace Query Language) query or code snippet

2. Get the resulting table or chart immediately.

* Ask follow-on questions at the speed of your thoughts, get
trend forecasts and assistance by
Davis Al.

o Query, analyze, and visualize all data in Dynatrace
and even integrate external data.

* Collaborate with teams using interactive, data-driven
notebooks with comments.

DQL Query

Resulting
chart

Dynatrace
function

Resulting
chart

Comments

My Analytic Notebook ~ & Soved 4 C' Rerunsections (@

My Analytic Notebook

Record list Charts Raw response
< Chartlibrary

il

‘ h H
il Mlnnllm!‘.ln.‘n|.srll‘.!Ilwlllll“--'l"“l'n!f piit [ I-Il ]

"Im! IM"'! ‘

Charts Raw re:

< Chart library

= bin(timestamp, 1m)}




Observability, Security
and Business data

== v —
= M LOG
Traces Metrics Logs
+
O{E bx {J }
Topology Behaviour Code

> s LI

Business Threats Vulnerabilities

Events

Deep, context rich, full stack
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Scalable data
capture and ingest

)
v

OneAgent

APl

f‘%\

OpenTelemetry

I ‘/:r—l
Semantic Dictionary

00
oo

Ecosystem Integrations

@

Synthetic

Automatically captured in
context & pre-processed

Graph powered Massive
Parallel Processing
Lakehouse

m [
(<51
{

aa
a

(@
Mqu o

& oo

Stored contextually
with massive parallel
processing and graph

query technology

Causal & Predictive Al

&

Davis Al

«©

Smartscape

Accessed by our causal
Al for analysis &
answers

Enterprise low-code
programmability and
data-science

>

AutomationEngine

_.a

AppEngine

Dynatrace
Query Language

Post-process,
combinate, act

Answer driven
Automation and
Security

@

Observability

v

Automation

Custom Apps

Powering automation,

orchestration,

prevention and protection




a d\/ﬂatrace Hypermodal Al for Unified Observability and Security

| i Forecasting
Anomaly
Prediction

Machine Statistical

@% Learning Model

@ Davis® Al

ninistic Answers & Reliable Automation
Problems, Risks, AlSecOps, Root-Cause

Inquiry

Topology
Traversal

0 o'

00
09

(0]

2

Causal Al

Trace
Traversal

Domain
Context

Smartscape
in Context

Causal
8= Ranking
o—

Anomaly
Detection

Semantic
Dictionary

Natural language
data access

Automation

recommendations

Context Embedding PIl & GDPR

Productivity & Recommendations
Ideation, research and creation

Dashboard
Generation

Onboarding,
how-to guides

% = i
Topology Traces Metrics Logs

%= {1}

Behaviour Code Metadata

Data Lakehouse

o Grail™
Network

Large Language Models
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CLOUD DONE RIGHT



