PRIVITANIE A OTVORENIE - WELCOME TO HOTSPOT!

Roman ROSTAR




ALANATA HOTSPOT Alanakta

Priestor pre stretnutia komunity ludi, ktori chcu dosiahnut, aby
aplikacie pracovali perfektne...

Obojsmerna komunikacia, otdzky mozete posielat na adrese:
sli.do/hotspot2023
ldealne neanonymne, aby sme vedeli pripadne odpovedat aj offline

Vyuzite prilezitost dozvediet sa viac alebo podelit sa o svoje nazory
a skusenosti

Otazky prezentujucim, diskusie s ucastnikmi pocas prestavky,
prezentacny stand s konzultantmi Alanata a moznostou zZivych
ukazok, social networking ...




ALANATA HOTSPOT:

DYNATRACE

SPAJA BEZPECNOST S OBSERVABILITY

Wi-Fi:
Hilton Honors Public

Shdo:
#hotspot2023

Technology Meets Business



WELCOME

Marcin Galocz
Partner Sales Manager — Eastern Europe



ALANATA A DYNATRACE

Master Partner a RFO pre Slovensku republiku

12 certifikovanych konzultantov, z toho

4 konzultantov Dynatrace Professional

7 konzultantov Dynatrace Associate

DlhorocCné znalosti a skusenosti s monitoringom,
optimalizaciou performance aplikacii a integraciou

Vlastné rozsirenia Dynatrace platformy, dostupné

celosvetovo na Dynatrace Hube
https://www.dynatrace.com/hub/?query=alanata

Realizované uspesné projekty nasadenia Dynatrace v
SR a CR v r6éznych sektoroch — financie, vyroba, utility,
telekomunikacie, statna sprava

Alanata

i) i)

dynatrace dynatrace

Certified Associate Certified Professional
N N

fydynatrace

MASTER
Dynatrace Partner

Intelligent Observability
Competency




DYNATRACE MASTER CERTIFIED

L
;**J
A%

i ‘M' j:ll,

i i
Julius Loman ESETE

dynatrace

Certified Master

-




VYBRANI ZAKAZNICI

O,

TATRA BANKA Banka inspirovand klienty

| VUB BANKA
DataCentrum [‘I\!JJ NASES
medzi Vami a financiami NARODNA AGENTORA PRE SIETOVE

A ELEKTRONICKE SLUZBY

Alanata

i,

TELEZNICNA SPOLOCHOST SLOVENSKD
NARDONY DOPRAVCA

m NARODNA
BANKA
365 SLOVENSKA
bank EUROSYSTEM
;s ®
SLOVENSKA S

sporitelna

< nc2| > L\Ic?rrc?sor}:%ﬁr&wmfnrmdcii

Al

n®

Collins Aerospace



Program konferencie
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PRIVITANIE A OTVORENIE - WELCOME TO HOTSPOT!

DYNATRACE OBSERVABILITY PLATFORM - NAJDIME SPOLU,
€0 NAS PALI!

Dynatrace Software Intelligence platfomu predstavi Roman Rostar. Zabezpecte si spolu
s certifikovanymi konzultantmi Alanata dosiahnutie Observability vasich aplikacii.

IDEME VLAKOM S DYNATRACE

1CNa spolocnost Slovensko

Skisenosti s nasadenim Dynatrace Observability Platform na predajnych kanaloch ZSSK.
DYNATRACE MISSION AND VISION - VITAJTE V BUDUCNOSTI

Jonathan Griffiths z Dynatrace vam predstavi viziu a smerovanie Dynatrace platformy
a ukaZe pohlad do budicnosti Observability oéami Dynatrace.

PRESTAVKA

DYNATRACE APPLICATION SECURITY - BEZPECNE A PLYNULO!

Jalius Loman predstavi Dynatrace AppSec. Detekcia a prioritizacia zranitelnosti vo vasich
aplikaciach ako benefit Dynatrace Observability platformy.

11:50 TASTE OF DYNATRACE TEST / OCHUTNAVKA TESTOVANIA V SLSP

V Slovenskej sporitelni pokracuju tispesné pribehy vyuZitia Dynatrace platformy.
Ten aktudlny bude o testovani a optimalizacii aplikacii v procese ich testovania.

AKO OBJEKTIVNE MERAT SPOKOJNOST S MOBILNOU APLIKACIOU

Viete, akym spdsobom pouzivaju aplikacie Vasi zakaznici? SU spokojni alebo frustrovani?
A da sa s pomocou Dynatrace urobit z @ frustrovaného zdkaznika usmiateho @2

12:35 ZAVER

12:50 OBED

iydynatrace Alanaka

Technology Meets Business




DYNATRACE OBSERVABILITY PLATFORM -
NAJDIME SPOLU, CO NAS PALI!

Roman ROSTAR




Alanakta

RETAIL GOVERNMENT MANUFACTURING

TRAVEL HEALTHCARE FINANCE

Digitalizacia transformuje biznis v kazdom odvetvi




"You’re not behind
your competitors;
you’re behind your
customers — behind
their expectations."

Brendan Witcher, VP, Principal Analyst at
Forrester




HYBRIDNY SVET, HYBRIDNY CLOUD Alanata

* Digitalna transformacia dostala vyrazny impulz a tradicny osobny pristup
je prepojeny s online digitalnym pristupom

* Digitalne kanaly su rovnako dolezité, pripadne aj dolezitejsie ako tie
tradicné...

* Pritom je v nich ovela mensia miera tolerancie ,,nekvality” nespokojnymi
pouzivatelmi a ovela lahSia zmena poskytovatela alebo brand reputacné
riziko

* Aplikacie v digitalnych kanaloch sa stavaju chrbticou podnikania, preto
musia neustale fungovat perfektne a optimalne

* Ako to vSak zabezpedit ?7??
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Aplikacie su viac dynamické a kontajnerizované,

¢o vytvara kompexnost a skalu daleko vacésiu ako pozname z minulosti.

Zviadsujuci sa objem, typy ako aj rychlost tvorby dat

narastli za hranicu, kedy nestacdi data zobrazit na dashboarde.

Zvysujuca sa frekvencia zmien

ruca staré pristupy k monitoringu, change a release managementu,
bezpecnosti ....

Aplikacie su dolezitejsie ako kedykolvek predtym

a tak ako sa biznis stdva viac digitalny, organizacie a zdkaznici sa
stdvaju zavislymi na tom, aby aplikacie fungovali bezchybne.

Zdroje ostavaju limitované

aj ked zvysujuca sa komplexnost a ladenie beru stéle viac ¢asu
vyhradeného na inovacie.




Aplikacie st dynamické a kontainerizované

creating complexity and scale far beyond that found in old datacenter
world

Increasing volume, variety and velocity of data

has grown beyond what can be managed on dashboards alone

Accelerating frequency of change

strains old approaches to monitoring, release & change management,
security, and more

Apps are more important than ever

and as every business becomes digital, the business and its customers
depend on the full software stack to work

Resources remain limited

while increasing complexity and troubleshooting are stealing more
time from innovation

Alanakta




S

Topology

Traces

~

Behaviour

b\'x‘

API

|

Metrics Logs

_|_

Code Metadata

_|_

A

OpenTelemetry Automation

Network

Alanakta

Kompletny uceleny pohlad

Metriky, logy, trace data nepostacuju

Potrebna previazanost — vztahy aj metadata
Informacie z aplikacného kadu

Metriky a udalosti z infrastruktury, siete
Cloud platformy

Rozsiritelnost a automatizacia




GARTNER - APM A OBSERVABILITY Alanata
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Zozbieranie dat

Skriptovanie, Specifické
nastroje pre rézne
domény, konfigurovanie
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UlozZenie dat

Casto samotné data
rézneho typu bez SirSieho
kontextu. Kontext dat
nastroje riesia rozne.

arommtheus.

Tvorba dashboardov a reportov _—
Vystupy a prezentacia dat pre vyvoj, l( ))B ¥
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Organizacia dat Potlacenie Sumu

Doplnanie vztahov a Kontinudlne nastavovat,

zavislosti, definovanie korelovat, filtrovat alerty.
normalnych a
problémovych stavov
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kibana +ableau

@ ¥ moogsoft
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Skilovanie rieSenia
Aktualizacie ndstrojov, nové
aplikacie, zmeny, nové
technoldgie, zvysenie
objemu dat, nové vztahy,
externé zavislosti, ...

Vyzaduje znacné usilie a skusenosti na vybudovanie a udrziavanie rieSenia — ubera z Vasho casu.
Problémové Skalovanie a udrZiavanie. Vytazuje kltu¢ovych Specialistov.




Automaticky zbierat
data
Bez skriptovania, konfiguracie,

dalsich nastrojov. Kontinualne a
automaticky

Vstavané datové
ulozisko pre typy dat

Podpora réznych typov dat,
velkych objemov a rychlosti
vkladania. Bez nutnosti dalSich
zdrojov.

Dashboardy a analytické
obrazovky

Vizualizacie dat presne podla potrieb
jednotlivych oblasti.t
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Automaticka Automatické
organizacia dat potlacenie Sumu

Vztahy v prostredi su Iba problémy vyZadujuce
nepretrzite sledované a pozornost a vzdy s vysvetlenim
aktualizované. Data su vkladané pric¢iny a dopadu.

uz s kontextom.

Alanakta

Skalované

Jednoducho Skalovatelné pre
lubovolne velké prostredia,
aplikacie, masivne objemy
dat.

Minimalne usilie na prevadzku a udrzbu riesenia. Uvolni ¢as vasim expertom. Lubovolne skdlovatelné.
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Jednoduchost
Rychlost

Efektivita

Rozsirovatelnost
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Traces

Alanaka

Infrastructure Applications & Application

Menitoring Microservices Sechirlty Digital Experience  Business Analytics  Cloud Automation ::: Dynatrace Hub

ipdynatrace software Intelligence Platform

g OneAgentl ’) PurePath | g Smartscape I @ Davis Al inc. AIOps r../'l:l Hyperscale

I! @ + @ ZK. {;} 5 ‘ ;H.. - ‘\‘ "%\ ‘7///

Metrics Logs Topology  Behaviour dee Metadata Network API OpenTelemetry  keptn

Automaticky objavi a vyzbieka'ri"iéllén'trat:és,'- metriky a logy, ale ovela viac
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Infrastructure Applications & Application

Monitoring Microsamicas Security Digital Experience  Business Analytics  Cloud Automation i:: Dynatrace Hub

igpdynatrace software Intelligence Platform

e OneAgentI ’) PurePath I @ Smartscape I @ Davis Al ina. AlOps I-_,/":lHyperscale

ﬁlg@+$*’-l{:}§.ﬁ+;’ﬁ“7//
Traces  Metrics Logs Topology Behaviour _Code Metadata Network AP OpenTelemetry _keptn
% aws 3. E @
Kubernetes  OpenShift AWS Azure GCP Tanzu Enterprise Hybrid cloud

Automaticky podporuje v§e_t-l§y kluéove IaléS',_.fPaaS a hybrid-cloud prostredia
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ipdynatrace software Intelligence Platform
2 OneAgent l e PurePath | g Smartscape | @ Davis Al inc. AIOps | :.E Hyperscale
N - K N - A
AR - IR SRR ARt I S S . ® g & U B e
Traces Metrics Logs Topology Behaviour Code Metadata Network APl OpenTelemetry keptn Kubernetes OpenShift ~ AWS Azure GCP Tanzu Enterprise Hybrid cloud
Automatic and intelligent observability Broadest multicloud and technology support

Otvorena platforma s najsirsou -p@).d'pbﬂ'r'du_-'c'_')utf-':'of.-.'t.he-b_ox, jednoducha rozsiritelnost




Continuous Intelligent
automation observability
7 e sl
Gw
Hybrid cloud Hybrid cloud Run-time vulnerability

observability
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Fault domain
isolation

distributed tracing detection
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Automatic code-level

root-cause and profiling

Impact analysis

-

Serverless, container, Front- & back-end DevSecOps
pod and network availability and automation
performance
Infrastructure Applications & Application
Monitoring Microservices Security

Al-assistance

N

Mobile, web browser
and API

e
.
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Feature adoption
analysis

Visual session
replay

Digital Experience

User experience and
business analytics

m C

Closed-loop
remediation

Real-time business
insights

2 =3

Impact and Quality gate, service
conversion level and delivery
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BizDevOps DevOps, SRE
integration and lifecycle
automation

Business Analytics  Cloud Automation

ipdynatrace software Intelligence Platform

s OneAgentl 0 PurePath | @ Smartscape l @ Davis Al inc. AlIOps | L;.EI Hyperscale
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Traces
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Metrics  Logs Topology Behavior Code Metadata Network API

Automatic and intelligent observability

OpenTelemetry Keptn

%
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Cross team
collaboration

.E.

Ecosystem
integrations

<>

Custom
solutions

API

%TZ'

Saas and
Managed

s
600+ ® &S U B @
Supported technologies Kubernetes OpenShift Azure GCP Tanzu Enterprise Hybrid-cloud
Broadest multicloud and technology support




Alanakta

I Automatic Data Capture I Continuous Dependency Mapping

OneAgent provides automatic, full-stack data Smartscape automatically maps

capture for dynamic cloud environments dependencies for real-time, precise context

-
| Automatic Distributed Tracing | Explainable Al Engine
PurePath provides distributed tracing with _ - w2 A Davis delivers automatic answers, insights
code-level detail at scale with context ! & actions continuously

ipdynatrace software Intelligence Platform

) OneAgent # PurePath 9 Smartscape Davis Al inc. AIOps Hyperscale
v &> ~
S 19 2 s & ; aws =
M, S RS A Sy ® s oA & O B e
Traces Metrics Logs Topology Behaviour Code Metadata Network APl OpenTelemetry keptn Kubernetes OpenShift AWS Azure GCP Tanzu Enterprise Hybrid cloud
Automatic and intelligent observability Broadest multicloud and technology support

AlOps vlastnosti poskytuju be_.z.ko'n'k'i.irzeh“c’n'tj'f.r\?éhlost_",_ efektivitu a jednoduchost




AKO TO FUNGUIJE A\ ERE=
1. OneAgent

Industry’s fastest mean time to observability with zero configuration.
OneAgent continuously auto-adapts to your ever-changing environment.
Say goodbye to changing code, container images, scripts or deployments.

API server
Controller manager

Scheduler

kubernetes

Continuous automated deployment

Amazon Web Services Google Cloud Platform




AKO TO FUNGUIJE
2. PurePath

Automatic, end-to-end, deep code-level tracing at scale.

, ZK behavior
G topology
~=
API| server
% d
Czntroller manager code
— I
E Scheduler ﬂ
D traces
Worker node Worker node | ‘ metrics
=3 kubernetes
ontinuous automated deployment logs &
@
- i ®
Amazon Web Services Google Cloud Platform Enterprise % metadata
@

600+ supported technologies

Alanakta

3. SmartScape

Auto-discovered topology and
dependency mapping in real-time.
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Observability data is automatically mapped into a
fully connected, real-time model
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4 DaVI S AI fo r AI O pS .E(Dynatrace‘s Al-driven answers are helping the business to remediate problems quicker,
[ ]

meaning we’re able to spend more time innovating and less time solving problems.”

7' CENGAGE

Dynatrace continuously observes, learns and auto-adapts to Anish Patel, Principal Systems Engineer
changes in real-time to detect problems automatically
(even the ones you never thought of).

Automated problem detection

Precise root cause explained

®

@y
L.

Prioritized by business impact

® Causation - not correlation
@ No alert storms

Trigger self healing
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4 . DaVI S AI fo r AI O pS JDynatrace’s Al-driven answers are helping the business to remediate problems quicker,

meaning we’re able to spend more time innovating and less time solving problems.”

7' CENGAGE

Dynatrace continuously observes, learns and auto-adapts to Anish Patel, Principal Systems Engineer
changes in real-time to detect problems automatically
(even the ones you never thought of).
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4. Davis Al for AppSec

Davis continuously observes, learns and auto-adapts to
changes in real-time to detect vulnerabilities automatically e
Remote Code Execution (RCE)

Third-party vulnerability (SNYK-JAVA-ORGAPACHESTRUTS-608097) detected at May 30 05:19

=
=
: -
a
&
@ =
@®
. ® @
P @) @ .4
S -

® Y Public internet exposure o . Exploit
=)

Public network Exploit publishe

Process grou

Automated vulnerabilities detection Not detected 1affected

Vulnerable
i i ts2-co
Dependencies and relations struts2-core

Prioritized by business impact

Context and details 8.6 High risk problem

Davis Security Score

Proposes mitigation
P & Find out more about this vulnerability, how it can be reached, and what data might be vulnerable because of
it

Attacks blocking 9.8 Critical risk problem

CVSS as a base
1 exposed process to the public internet

within 1 process group.

Improved collaboration Analyzed with Davis

within 1 process group Public internet exposure

Public n

@ 1 affected process ‘ Sensitive data assets

within 1 process group

Description Not within range




4. Davis Al for AppSec

Davis continuously observes, learns and auto-adapts to
changes in real-time to detect vulnerabilities automatically

®

Automated vulnerabilities detection

Dependencies and relations

Prioritized by business impact

Proposes mitigation

Attacks blocking

Improved collaboration

Third-party vulnerabilities S-606

Remote Code Execution (RCE)

Third-party vulnerability (S

| setting: |

Public internet exposure
Public network

Not detected

Context and details

Find out more about this vulnerability, how it can be reached, and what data might be
it

1 exposed process to the public internet
within 1 process group.

within 1 process group

1 affected process

within 1 process group

o

Description

'YK-JAVA-ORGAPACHESTRUTS-608097) detected at May 30 05:19

rable because of

Alanakta

Exploit
Exploit publishe

Process gro

1affected

Vulnerable c

struts2-core

8.6 High risk problem

Davis Security Score

9.8 Critical risk problem
CVSS as a base

Analyzed with Davis
Public internet exposure

Exp
Public n

Sensitive data assets

Affected

Not within range
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1. OneAgent

Continuous, automatic discovery
& observability across your full
stack

Copytroller manager &

kubernetes

Continuous automated deployment

Amazon Web Services Goagle Cloud Platform

Alanakta

2. PurePath 3. Smartscape 4. Davis Al-Assistant 5. Hyperscale
Distributed tracing and visibility Automatic, real-time topology AlOps with explainable answers Scalable across hundreds of
down to code-level. mapping with context. that drive self-healing & thousands of hosts, millions of
automation. entities, on-premise & multi-
clouds.
behavior -~ @ N &

“Automated problem detection

e

= Precise root cause explained

traces ®  PBtioritized by business impact

® gCausation - not correlation

CBHR TZE N

metrics
No alert storms
= )
a Trigger self healing
metadata & . @ ‘_-‘:.“."‘ _
) o § ® O
B : ® ® ®

520+ supported technologies
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Your cloud . Dynatrace cloud
Dynatrace Managed (on Premise) Y
~ A
N\
. Mission control ﬁ ’
OneAgent automatically and
. ; protects, upgrades, and
0V ° "~ heals automatically and tead
instruments, and observes Mission Control
securely
Your apps,
services, and o R, [ - Fpy .
e Ct i elin Data and processing at
(DOYNARISCE sottware intetigence plattarm .
your hybrid cloud - ] i, 2 i [ w8 scale in your cloud

Secure, reliable, load-balanced data

transfer a
Updates and health management




Your apps,
services, and
infrastructure in
your hybrid cloud

Your cloud Dynatrace SaaS

OneAgent automatically and
continuously discovers,
instruments, and observes

Secure, reliable, load-balanced data
a transfer

Updates and health management

Alanakta

Dynatrace cloud

N
Mission control ﬂ

protects, upgrades, and
heals automatically and
securely

Mission Control

OOYNBrACE sottwars intedigance piatform
§ oo | 5 e | @ bt | € s | e

& tsiigent obsersabity ABO oo Teheioges

Data and processing at
scale handled by
Dynatrace
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Hybrid cloud
observability

iR

Fault domain
isolation

Serverless, container,
pod and network

Infrastructure
Monitoring

S

& ol @)

Traces Metrics Logs

Automatic and intellig

o

Hybrid cloud
distributed tracing

{:}

Automatic code-level
root-cause and profiling

)

Front- & back-end
availability and
performance

Applications &
Microservices

Topology Behavior Code Metadata Network

t observability

Gw

Run-time vulnerability
detection

¥y

Impact analysis

)

)
&

DevSecOps
automation

Application
Security

ipdynatrace software Intelligence Platform
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API

OpenTelemetry Keptn
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Mobile, web browser
and API
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Feature adoption
analysis

Visual session
replay

Digital Experience
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Real-time business
insights

>a

Impact and
conversion

e
A7
(o'0)
BizDevOps

integration and
automation

Business Analytics

600+

Supported technologies

9

Closed-loop
remediation

=)

Quality gate, service
level and delivery

-~

7))

-

DevOps, SRE
lifecycle

Cloud Automation
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Ecosystem
integrations

<>

Custom
solutions

L
[

AP|
programmability

it Dynatrace Hub

N
Saas and
Managed

A
aws - ﬁ
'@’ ~—-7 r N—v/ (‘
Kubernetes OpenShift  AWS Azure GCP Tanzu Enterprise Hybrid-cloud
Broadest multicloud and technology support
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Grail™

Grail is a causational data lakehouse with a massively parallel processing (MPP)
analytics engine. It leverages the new Dynatrace Query Language (DQL) for
context-rich analytics
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aciu nad datami

4 4 4 4
« 8 )
Traces Metrics Logs o (©)
OneAgent
) ) ) ) ) Observability
1 0
] 10 5
,‘ ] . )
> < () == r
~ S ]
Topology Behaviour Code API
N ] ] Davis Security
4 1 '
2
Metadata Network .
OpenTelemetry Grail
> -
B =
\ ) = >
] p
] oT)
>
Y
Smartscape Automation
Security Ecosystem Integrations
K \_ . \

Deep context rich, full
stack beyond observability
sources

Automatically captured
in context
& pre-processed

Stored contextually with massive
processing and retrieval
capabilities

Accessed by our
causal Al for analysis

&

Powering automation,
orchestration, prevention and

protection




Je potrebné doplnenie observability aj do biznisovych interakcii
pouzivatelov. Vediet ako pouZivaju aplikacie, ziskat plnenie biznisovych
cielov KPI v redlnom case, zefektivnit kolaboraciu medzi IT a biznisom.
Pomoze to dosahovat lepsie vysledky digitalnych sluzieb poskytovanych cez
elektronické kanaly a zlepsit pouzivatelsku skisenost zakaznikov.
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OnPremise & Cloud
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Digital transformation is a team sport. Spark collaboration between biz, dev, and ops
with the broadest set of purpose-built use cases all in one place.

ration App Dev A rit Digital Line of biz DevO
Operations EJe (o] 0] pp security g a‘ O'IE eofb p
teams * teams xxxx teams experience owners teams
c & » =
Hybrid cloud Run-time Mobile, web browser Real-time business
observability @ wilnerability detection and AP| insights
& = g L
A
Faultdomain Impact analysis Feature adoption Impact and
isolation analysis conversion
N m
e o2
-+ % &
Serverless, container, DevSecOps Visual session BizDevOps
pod & network Automation replay integration and
automation
" o e
; 3 g VO

fl used to open up my email first thing in the morning, now | open up Dynatrace...
’along with 400 others at Dish daily.”

Eric Harris, Director, Enterprise Systems
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The reason why:

Different Perspective from Biz and DevOps
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Skvelé, ze ta diera nie je
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Spolocény pohlad, jeden zdroj pravdy o aplikaciach
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Hybrid cloud
observability

Fault domain
isolation

Serverless, container,
pod & network
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Digitalna transformacia je kolektivny Sport. ZlepSite kolaboraciu medzi biz, dev, ops a sec timami,
kedZe mozZu adresovat najroznejsie poziadavky a use cases efektivne, na jednom mieste, v jednom nastroji
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DevSecOps Visual session BizDevOps
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fl used to open up my email first thing in the morning, now | open up Dynatrace...
’along with 400 others at Dish daily.”

Eric Harris, Director, Enterprise Systems
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fl used to open up my email first thing in the morning, now | open up Dynatrace...
along with 400 others at Dish daily.”

Eric Harris, Director, Enterprise Systems

Digitalna transformacia je kolektivny Sport. ZlepSite kolaboraciu medzi biz, dev, ops a sec timami,
kedZe moZu adresovat najroznejsie poziadavky a use cases efektivne, na jednom mieste, v jednom nastroji
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Technology Meets Business



