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Ochrana modernych workloadov v ponimani F5

F5 BIG- IP Container Ingress Services (CIS) integrates with container orchestration environments to
dynamically create L4/L7 services on F5 BIG-IP systems, and load balance network traffic across the services.
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Container Ingress Service can manage only standalone BIG-IP or an HA BIG-IP. In other words,
CIS acts as a single point of BIG-IP orchestrator and supports multi-cluster.
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Automatizacia prevadzky F5

F5 admins can automate and orchestrate using Ansible through a series of integrations with the F5 BIG-IP
API-called modules. These modules leverage the full APl support implemented on F5 BIG-IP hardware and

virtual platforms

Ansible F5 modules enable most common use cases, such as:
eAutomating the initial configurations on the BIG-IP like DNS, NTP etc.
*Automation to Network the BIG-IP (VLANS, Self-Ips)

*Automated deployment of HTTP and HTTPS applications

*Managing Virtual-Servers, Pools, Monitors and other configuration objects

Ansible F5 solution provides:

*Agentless solution: No new software to install on BIG-IP

*Makes use of the native APIs of BIG-IP

*End to End automation: licensing a BIG-IP to application deployment
*Improved configuration and automation speed and consistency

*Ansible F5 modules follow best practice and enable continuous compliance
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& student1@ansible-1

[studentl@ansible-1 ~]§ cat lab inventory/hosts
[all:vars]

pnsible user=studentl

pnsible ssh pass=bcH3HCVXLAMBbJ

pnsible port=22

f5 ansible host=3.236.158.51 ansible user=admin private ip=172.16.214.112 ansik
pass=bcH3HCVXLAMBbJ

pnsible ansible host=3.239.167.69 ansible user=ec2-user private ip=172.16.253.2

[web]
odel ansible host=3.235.88.222 ansible user=ec2-user private ip=172.16.60.88
ode2 ansible host=3.234.142,233 ansible user=ec2-user private ip=172.16.181.4(
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18 TASK [ADD VIRTUAL SERVER] **¥*ktkkx bbb FRikx - 14151029
19

20

21 TASK [PRINT QUT WEB VIP FOR F5] ***¥* b Hhaks 14151
22 ok: [f5] = {

23 "msg": "The VIP (Virtual IP) is https://3.236.158.51

4}

25

%6 PLAY RECAD HHHHFFHHERFKKER KKK K R R R R Rk KRdkE 10150
2] unreachable=d  failed=0  skipped=0  rescue
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QO & https://github.com/F5Networks

Open Source Pricing

F5

F5 Software:See https://support.f5.com/csp/article/K80012344 for the list of supported projects. See https:// .github.
Ax150 followers @ Seattle & https://f5.com

(@ Overview [l Repositories 74  [[J Projects @ Packages A People 2

Pinned

[ f5-appsvcs-extension | Public
F5 BIG-IP Application Services 3 Extension
JavaScript  Y¢150 % 63

(3 k8s-bigip-ctlr ' Public

Repository for F5 Container Ingress Services for Kubernetes &
Openghift.

@®Go Yr204 %183

(] f5-azure-arm-templates-v2  Public

Azure Resource Manager Templates for quickly deploying BIG-IP
services in Azure

w1 a8

[J Repositories

Q Find a repository...

f5-openstack-lbaasv2-driver ' Public

[ f5-ansible-bigip | Public
Declarative Ansible collection for managing F5 BIG-IP/BIG-1Q.
@Python 32 %15

B f5-aws-cloudformation-v2  public

AWS Cloudformation Templates for quickly deploying BIG-IP services in
AWS

w1 ¥F22
[ terraform-provider-bigip  Public
Terraform resources that can configure F5 BIG-IP products

®co o4 ¥10

Type ~ Language ~ Sort ~

F5 LBaaSv2 service provider driver for OpenStack Liberty and beyond

@Python Yy 21 &8 Apache-20 % 37 (O 37 (1issue needs help)

terraform-provider-f50s | Public

19 14 Updated 22 minutes ago

@®Gco w3 HMmp20 Fo (o 113 Updated 11 hours ago

terraform-provider-bigip ' Public

Terraform resources that can configure F5 BIG-IP products

@®Go Yro9a EMpL20 ¥ 110 (D324 117 Updated 15 hours ago

k8s-bigip-ctir | Public

Repository for F5 Container Ingress Services for Kubernetes & OpenShift.

@®Go ¥ 2904 MBApache-20 ¥ 183 (D38 114

A AN
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Prevadzka hybridnych multicloud prostredi

Consumption options

Deployment model

Targeted Operators

Targeted Apps

@

ooo
ooo
*. F5 WAF engine

. .
ees oe®
retananentt

Consistent robust WAF engine

Familiarity across the product line

Policy familiarity and portability
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consumption options

BIG-IP
WAF

Self-Managed

On-premises /
Hybrid / Multi Cloud

SecOps

Traditional Apps

NGINX
App Protect WAF

Self-Managed

Hybrid / Multi Cloud /
Kubernetes / On-premises

DevOps / DevSecOps

Modern Apps

Distributed Cloud
WAF

Self-Managed/Managed

SaaS/Distributed
Cloud

SecOps / DevOps /
DevSecOps

Modemn and Legacy
Apps

Alanakta

Technology Meets Business




e

DevOps / AppDev

[N
<>

API

API

NetOps / SecOps

Microservis architektura big-ip next
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