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Applications are the most valuable asset
OF THE MODERN ENTERPRISE

Physical Capital

Ford

Carnegie

Rockefeller

Human Capital

IBM

McKinsey & Company
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Waze
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Nike
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DATA is the new OIL
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APPs are the gateway to DATA
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Learning APIs
HISTORY LESSON

How we USED to build Apps How we NOW build Apps
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Every line is an
enforced Network Rule

1500 Microservices at Monzo
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“…API attacks would be the most common attack vector in 

2022, resulting in data breaches for enterprise web 

applications.

…by 2024, API abuses and related data 

breaches will double.”

Gartner
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A Modern App?
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Security Castle

of a Modern App…
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Developers at the 
beginning of a project

Developers at the end
of a project
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Modern App Security
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F5 API Security as part of your CI/CD
POLICY WORKFLOW

Tested policy from 
source control

Policy tested 
successfully

DevSecOps export policy 
builder suggestions to 

source control

security events sent to 
DevSecOps ChatOps 

channel

Add processed 
modifications to 

source control – 

staging environment

Monitor security 
events and 

suggested 

modifications
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• Single File (JSON, YAML):

1. Swagger

2. Security Policy

• Positive Security

• No Learning = In Blocking from Day 1

• Available as:

• Network Appliance

• Container

• …As A Service

API Security Easy
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• JSON Declarative format for F5 AWAF and 

NGINX AppProtect

• Ability to PULL the OpenAPI/Swagger files

• Policy modifications

• Webhooks for integration with Slack/Teams

• Send event logs in JSON format

F5 WAF CI/CD Compliant
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F5 AWAF
NGINX

AppProtect
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